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Recently, regulators in both the United States and United Kingdom issued guidance 

concerning laboratory data integrity that followed serious noncompliances found during 

inspections. In this column, we explore what this guidance means for spectroscopy systems 

used for analysis in regulated laboratories and derive some common-sense guidance that 

you can follow.  

Ensuring the integrity of data is a prime requirement of any analytical laboratory so that the 

results generated and the decisions taken using that information can be relied upon. This is 

certainly so in laboratories working toward good practice regulations such as good laboratory 

practice (GLP) and good manufacturing practice (GMP).  

Data integrity is defined by the Food and Drug Administration (FDA) as "The degree to which a 

collection of data is complete, consistent and accurate" (1). This is similar to the GMP 

requirement for complete data from quality control testing under the United States (US) GMP 

regulations (2), which I discussed in the April 2013 installment of this column (3). Going further, 

the Institute of Electronic and Electrical Engineers (IEEE) defines integrity as "The degree to 

which a system or component prevents unauthorized access to, or modification of, computer 

programs or data" (4). From the IEEE definition, we can focus on a computerized system that 

needs to have controls to only allow authorized users access to the system and technical controls 

to prevent unauthorized changes to the data entered or generated by the laboratory system. Not 

bad when you consider that the IEEE is not a regulated health care organization, but the 

requirements outlined in their definition equate to those in the US GMP (2).  

Following the Able Laboratories fraud case (5) the FDA also revised its Compliance Policy 

Guide (CPG) 7346.832 for preapproval inspections (PAI) (6), which has three objectives, the 

third of which is the data integrity audit. Under this objective an FDA inspector has to "audit the 

raw data, hardcopy or electronic, to authenticate the data submitted in the CMC [chemistry, 

manufacturing, and controls] section of the application. And to verify that all relevant data ([for 

example,] stability, biobatch data) were submitted in the CMC section such that CDER [Center 

for Drug Evaluation and Research] product reviewers can rely on the submitted data as complete 

and accurate."  

This focus on data integrity especially around computerized systems has found many 

noncompliances in a variety of quality control (QC) laboratories. I summarized some of the data 

integrity issues that were found in recent FDA inspections involving chromatography data 
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systems in a recent article in LCGC Europe (7). The main areas of noncompliance were citations 

against four main areas of the Code of Federal Regulations (CFR):  

• Quality management system and management responsibility  

• Automatic and electronic equipment (§211.68)  

• Laboratory controls (§211.160–§211. 165)  

• Laboratory controls (§211.194 a–e) (7)  

Interestingly, this focus on data integrity has not gone unnoticed on the other side of the Atlantic 

Ocean.  

UK Regulatory Agency Focuses on Data Integrity  

The first recent regulatory change in data integrity we will discuss came from 

the United Kingdom (UK). In December 2013, via a posting on their website, 

the UK's Medicines and Healthcare products Regulatory Agency (MHRA) 

stated that beginning in 2014, inspections would check that regulated users 

were ensuring data integrity through self-inspections or internal audits (8). 

The requirement for internal audits is covered in chapter 9 of the EU GMP 

Guide (9). The full text of the MHRA posting is presented in Table I. I split 

the text into four sections, and my comments are in the right column next to each section.  

Now, let's recross the Atlantic Ocean to see what has happened with our friends at the FDA.  

FDA Level 2 Guidance for Data Integrity  

FDA guidance comes in two flavors: Level 1 and Level 2. Level 1 guidance is published in the 

"Guidance for Industry" documents that go through a draft stage for industry comments and then 

(eventually) are released as final versions. Level 2 guidance is posted directly on the FDA 

website, and there is no period for industry comment. In my "Focus on Quality" column on 

complete data (3), I mentioned the FDA Level 2 guidance, item 3 which discussed paper versus 

electronic records where the FDA stated that electronic records were the raw data and can never 

be paper printouts from a computerized system (10).  

In August 2014, this area guidance was updated with the addition of three new items, of which 

we focus on items 5 and 7 because they are relevant to laboratories and concern data integrity. 

The two points deal with user identities for computerized systems and the use of test samples as 

system suitability testing (SST) samples (10). This Level 2 guidance takes the form of a question 

and answer session, as explained more below.  

Question 5: Shared Login Accounts  

The question posed by the agency is "Why is FDA concerned with the use of shared login 

accounts for computer systems?" This noncompliance has occurred in a number of warning 

letters. The answer given by the FDA is:  

Table I: MHRA 
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Appropriate controls must be exercised to assure that changes to computerized master production 

or control records or other records, or input of laboratory data into computerized records, are 

only made by authorized personnel and there must be documentation controls that ensure that 

actions are attributable to a specific individual (§211.68(b), §211.188(b)(11), §211.194(a)(7) and 

(8).  

This section of the answer is merely stating what needs to happen when you use a laboratory 

computerized system. Access must be limited to authorized individuals as required by 

§211.68(b) and that the tester and the reviewer need to be uniquely identified to comply with 

§211.194(a)(7) and (8) for signing test results as either the tester or reviewer, respectively.  

When login credentials are shared and a specific individual cannot be identified through the 

login, this would not conform to the [Current Good Manufacturing Practices] cGMP 

requirements in 21 CFR 211. FDA requires systems controls, including documentation control, 

to be designed to meet cGMPs (§211.100).  

Failing to attribute an action or activity to a specific individual is a major cause of 

noncompliance, especially when a computer is involved, as Ohm Laboratories (11) and Concord 

Laboratories (12) amongst other worthy companies have found out when they received FDA 

warning letters. One possible cause of sharing user accounts is to save money on software 

licenses; this can be a false economy as the cost of noncompliance (that is, fixing the issues as 

well as getting back into compliance) far outweighs the cost of the licenses in the first place.  

Question 7: Using Actual Samples for Performing System Suitability  

This is a more interesting question and arises from many noncompliances involving 

chromatography data systems when inspectors have looked underneath the hood and found some 

interesting analytical business practices. Actual samples were used to check to see if the batch 

was going to be within specification, but were either ignored or deleted when it came to 

reporting the batch analysis. In essence, this was falsification of data and also failed the complete 

data requirement of GMP (2).  

You may think this is aimed solely at CDS users and, therefore, spectroscopists can sit back and 

relax. Not so. The fact that spectroscopy is not mentioned does not mean that the same practices 

do not happen, it's just that CDS are used more widely and have more users than spectroscopy. 

Don't feel left out — your turn will come! In one warning letter, one company that failed to 

protect their Fourier transform infrared (FT-IR) spectroscopy system had no restrictions to access 

data and it was not backed up (13).  

The question posed by the FDA is as follows: In warning letters to firms, why has FDA objected 

to the practice of using actual samples to perform system suitability testing (sometimes also 

referred to as "trial," "test," or "prep" runs)? This was their response: "FDA wants to discourage 

the practice of 'testing into compliance.' In some situations, the use of actual samples to perform 

system suitability testing can be a means of testing into compliance. (See the guidance for 

industry Investigating Out-of-Specification Results.)"  



The practice of injecting the actual samples before committing the whole run was to see if the 

results were within specification or not. If the result was good, the whole run was analyzed but 

the original test injection was forgotten, deleted, or filed in a different directory than the actual 

samples. The major issue here is that this practice fails the complete data (2,3) as the "test" is not 

evaluated or reported.  

According to the United States Pharmacopeia (USP), system suitability tests should include 

replicate injections of a standard preparation or other standard solutions to determine if 

requirements for precision are met (16). System suitability tests, including the identity of the 

preparation being injected and the rational for its selection, should be performed according to the 

firm's established written procedures and the approved application or applicable compendial 

monograph (§211.160).  

Thus, if an actual sample is being used for system suitability, it should be a properly 

characterized secondary standard and written procedures should be established and followed 

(§211.160 and 211.165) (2). All data should be included in the data set that is retained and 

subject to review unless there is documented scientific justification for its exclusion.  

My personal view is that if you are going to evaluate if a spectrometry system is ready for 

analysis you need to use an independently prepared system evaluation standard specifically for 

this purpose. This is the spectroscopic equivalent of a system suitability test or point of use test 

that ensures that a spectroscopic system is ready to undertake an analysis — it is a holistic test 

that demonstrates that all components of the system are functioning correctly and give the 

expected results. The evaluation standard should be prepared from a known reference standard 

that is either an in-house or traceable standard and is only used to evaluate if the system can be 

used for a qualitative or quantitative analysis. The standard can be solid, semisolid, or liquid 

depending on the sample type for analysis. However, what is important to remember is 

"complete data" (2), the results of the system evaluation need to be reported along with the 

samples analyzed.  

  



10 Compliance Commandments for Laboratory Computerized Systems  

Although the focus of this column has been data integrity, I developed 10 

compliance commandments for laboratory computerized systems based on the 

analysis of a number of warning letters in which fraud and falsification were 

discovered by regulatory agencies. It would be remiss of me if I did not use this 

opportunity to present the way that spectroscopic systems should be used and the 

controls that need to be in place to ensure that the data integrity of the electronic 

records generated and the results interpreted by spectroscopists are trustworthy and 

reliable. Therefore, based on this review of warning letters and noncompliances, I 

drew up the 10 compliance requirements that are presented in Table II. Because 

these are relatively self-explanatory, I will not discuss them any further in the text.  

Summary  

Data integrity is a crucial cornerstone for producing reliable and trustworthy reportable results. 

This column installment analyzed some FDA warning letters involving data falsification and 

drew up 10 compliance commandments for laboratory computerized systems to help ensure data 

integrity.  
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Table I  MHRA Expectation for Data-Integrity Focused Internal Audits 
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The 10 Compliance Requirements for Computerized Systems 

 


