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�� 7KH�FRQWURO�RI�HOHFWURQLF�GDWD�DQG�ODERUDWRU\�V\VWHPV�ZDV�QRW�DGHTXDWHO\�UREXVW�DQG�
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� 'DWD�LQWHJULW\�LV�D�IXQGDPHQWDO�UHTXLUHPHQW�RI�WKH�SKDUPDFHXWLFDO�TXDOLW\�V\VWHP�

GHVFULEHG�LQ�(8�*03�FKDSWHU���RI�(XGUDOH[ YROXPH���

� 1HZ�JXLGDQFH�GHYHORSHG�E\�(8�*03�,QVSHFWRUV�:RUNLQJ�*URXS�IRU�VWDNHKROGHUV�
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(8�UHTXLUHPHQWV�IRU�'DWD�,QWHJULW\
� 1R�UHTXLUHPHQW�IRU�D�VSHFLILF�SURFHGXUH��KRZHYHU�LW�PD\�EH�EHQHILFLDO�WR�SURYLGH�D�VXPPDU\�GRFXPHQW�

ZKLFK�RXWOLQHV�WKH�RUJDQLVDWLRQV�WRWDO�DSSURDFK�WR�GDWD�JRYHUQDQFH�

� $�FRPSOLDQW�SKDUPDFHXWLFDO�TXDOLW\�V\VWHP�JHQHUDWHV�DQG�DVVHVVHV�D�VLJQLILFDQW�DPRXQW�RI�GDWD��:KLOH�

DOO�GDWD�KDV�DQ�RYHUDOO�LQIOXHQFH�RQ�*03�FRPSOLDQFH��GLIIHUHQW�GDWD�ZLOO�KDYH�GLIIHUHQW�OHYHOV�RI�LPSDFW�WR�

SURGXFW�TXDOLW\�

� $�TXDOLW\�ULVN�PDQDJHPHQW��,&+ 4���DSSURDFK�WR�GDWD�LQWHJULW\�FDQ�EH�DFKLHYHG�E\�FRQVLGHULQJ�GDWD�ULVN�

DQG�GDWD�FULWLFDOLW\�DW�HDFK�VWDJH�LQ�WKH�'DWD�OLIHF\FOH��7KH�HIIRUW�DSSOLHG�WR�FRQWURO�PHDVXUHV�VKRXOG�EH�

FRPPHQVXUDWH�ZLWK�WKLV�GDWD�ULVN�DQG�FULWLFDOLW\�DVVHVVPHQW�

� 7KH�DSSURDFK�WR�ULVN�LGHQWLILFDWLRQ��PLWLJDWLRQ��UHYLHZ�DQG�FRPPXQLFDWLRQ�VKRXOG�EH�LWHUDWLYH��DQG�

LQWHJUDWHG�LQWR�WKH�SKDUPDFHXWLFDO�TXDOLW\�V\VWHP��7KLV�VKRXOG�SURYLGH�VHQLRU�PDQDJHPHQW�VXSHUYLVLRQ�

DQG�SHUPLW�D�EDODQFH�EHWZHHQ�GDWD�LQWHJULW\�DQG�JHQHUDO�*03�SULRULWLHV�LQ�OLQH�ZLWK�WKH�SULQFLSOHV�
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'DWD�5LVN�$VVHVVPHQW

6KRXOG�FRQVLGHU�WKH�YXOQHUDELOLW\�RI�GDWD�WR�LQYROXQWDU\�RU�GHOLEHUDWH�DPHQGPHQW��
GHOHWLRQ�RU�UHFUHDWLRQ��&RQWURO�PHDVXUHV�ZKLFK�SUHYHQW�XQDXWKRULVHG�DFWLYLW\�DQG�
LQFUHDVH�YLVLELOLW\���GHWHFWDELOLW\�FDQ�EH�XVHG�DV�ULVN�PLWLJDWLQJ�DFWLRQV�

5LVN�DVVHVVPHQW�VKRXOG�LQFOXGH�D�EXVLQHVV�SURFHVV�IRFXV��H�J��SURGXFWLRQ��4&��DQG�
QRW�MXVW�FRQVLGHU�,7�V\VWHP�IXQFWLRQDOLW\�RU�FRPSOH[LW\��7KLV�HQVXUHV�WKDW�PDQXDO�
LQWHUIDFHV�ZLWK�,7�V\VWHPV�DUH�FRQVLGHUHG�LQ�WKH�ULVN�DVVHVVPHQW�SURFHVV��

&RPSXWHULVHG�V\VWHP�YDOLGDWLRQ�LQ�LVRODWLRQ�PD\�QRW�UHVXOW�LQ�ORZ�GDWD�LQWHJULW\�ULVN��
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VWDJHV�
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5LVNV�WR�EH�FRQVLGHUHG�ZKHQ�FKHFNLQJ�WKH�FRPSOHWHQHVV�DQG�DFFXUDF\�RI�UHSRUWHG�
GDWD�DQG�SURFHVVHG�LQIRUPDWLRQ�

5LVNV�WR�EH�FRQVLGHUHG�ZKHQ�GDWD��RU�UHVXOWV��DUH�XVHG�WR�PDNH�D�GHFLVLRQ

5LVNV�WR�EH�FRQVLGHUHG�ZKHQ�UHWDLQLQJ�RU�UHWULHYLQJ�GDWD�

5LVNV�WR�EH�FRQVLGHUHG�ZKHQ�UHWLULQJ�RU�GLVSRVLQJ�RI�GDWD
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5HYLHZLQJ�'DWD

,Q�WKH�FDVH�RI�GDWD�JHQHUDWHG�IURP�DQ�HOHFWURQLF�V\VWHP��HOHFWURQLF�GDWD�LV�WKH�
RULJLQDO�UHFRUG�ZKLFK�PXVW�EH�UHYLHZHG�DQG�HYDOXDWHG�SULRU�WR�PDNLQJ�EDWFK�UHOHDVH�
GHFLVLRQV�DQG�RWKHU�GHFLVLRQV�UHODWLQJ�WR�*03�UHODWHG�DFWLYLWLHV��H�J��DSSURYDO�RI�
VWDELOLW\�UHVXOWV��DQDO\WLFDO�PHWKRG�YDOLGDWLRQ�HWF����

,Q�WKH�HYHQW�WKDW�WKH�UHYLHZ�LV�EDVHG�VROHO\�RQ�SULQWRXWV�WKHUH�LV�SRWHQWLDO�IRU�UHFRUGV�
WR�EH�H[FOXGHG�IURP�WKH�UHYLHZ�SURFHVV�ZKLFK�PD\�FRQWDLQ�XQ�LQYHVWLJDWHG�RXW�RI�
VSHFLILFDWLRQ�GDWD�RU�RWKHU�GDWD�DQRPDOLHV��

7KH�UHYLHZ�RI�WKH�UDZ�HOHFWURQLF�GDWD�VKRXOG�PLWLJDWH�ULVN�DQG�HQDEOH�GHWHFWLRQ�RI�
GDWD�GHOHWLRQ��DPHQGPHQW��GXSOLFDWLRQ��UHXVLQJ�DQG�IDEULFDWLRQ�ZKLFK�DUH�FRPPRQ�
GDWD�LQWHJULW\�IDLOXUHV�

7KH�SULQFLSOHV�RI�TXDOLW\�ULVN�PDQDJHPHQW�PD\�EH�DSSOLHG�GXULQJ�WKH�UHYLHZ�RI�
HOHFWURQLF�GDWD�DQG�UHYLHZ�E\�H[FHSWLRQ�LV�SHUPLWWHG��ZKHQ�VFLHQWLILFDOO\�MXVWLILHG�
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7KLUG�3DUW\�&RQWUDFWRUV

'DWD�LQWHJULW\�UHTXLUHPHQWV�VKRXOG�EH�LQFRUSRUDWHG�LQWR�WKH�FRPSDQ\¶V�
FRQWUDFWRU�YHQGRU�TXDOLILFDWLRQ�DVVXUDQFH�SURJUDP�DQG�DVVRFLDWHG�SURFHGXUHV�

,Q�DGGLWLRQ�WR�KDYLQJ�WKHLU�RZQ�GDWD�JRYHUQDQFH�V\VWHPV��FRPSDQLHV�RXWVRXUFLQJ�
DFWLYLWLHV�VKRXOG�YHULI\�WKH�DGHTXDF\�RI�FRPSDUDEOH�V\VWHPV�DW�WKH�FRQWUDFW�
DFFHSWRU��7KH�FRQWUDFW�DFFHSWRU�VKRXOG�DSSO\�HTXLYDOHQW�OHYHOV�RI�FRQWURO�WR�WKRVH�
DSSOLHG�E\�WKH�FRQWUDFW�JLYHU�

)RUPDO�DVVHVVPHQW�RI�WKH�FRQWUDFW�DFFHSWRUV�FRPSHWHQF\�DQG�FRPSOLDQFH�LQ�WKLV�
UHJDUG�VKRXOG�EH�FRQGXFWHG�LQ�WKH�ILUVW�LQVWDQFH�SULRU�WR�WKH�DSSURYDO�RI�D�
FRQWUDFWRU��DQG�WKHUHDIWHU�YHULILHG�RQ�D�SHULRGLF�EDVLV�DW�DQ�DSSURSULDWH�IUHTXHQF\�
EDVHG�RQ�ULVN�
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6XSSO\�&KDLQ

$OO�DFWRUV�LQ�WKH�VXSSO\�FKDLQ�SOD\�DQ�LPSRUWDQW�SDUW�LQ�RYHUDOO�GDWD�LQWHJULW\�DQG�
DVVXUDQFH�RI�SURGXFW�TXDOLW\�

'DWD�JRYHUQDQFH�V\VWHPV�VKRXOG�EH�LPSOHPHQWHG�IURP�WKH�PDQXIDFWXUH�RI�VWDUWLQJ�
PDWHULDOV�ULJKW�WKURXJK�WR�WKH�GHOLYHU\�RI�PHGLFLQDO�SURGXFWV�WR�SHUVRQV�DXWKRULVHG�RU�
HQWLWOHG�WR�VXSSO\�PHGLFLQDO�SURGXFWV�WR�WKH�SXEOLF�

5HODWLYH�UHVSRQVLELOLWLHV�DQG�ERXQGDULHV�VKRXOG�EH�GRFXPHQWHG�LQ�WKH�FRQWUDFWV�
EHWZHHQ�WKH�UHOHYDQW�SDUWLHV��)LQDO�UHVSRQVLELOLW\�RI�HQVXULQJ�FRPSOLDQFH�WKURXJKRXW�
WKH�VXSSO\�FKDLQ�UHVWV�ZLWK�EDWFK�FHUWLI\LQJ�43

�� (0$
V�*XLGDQFH�RQ�'DWD�,QWHJULW\



1H[W�6WHSV�IRU�(8�*XLGDQFH

5HYLHZ�RI�*03�4	$¶V�IRU�GHYHORSPHQW�RI�SRVVLEOH�³*[3´�JXLGDQFH�FRYHULQJ�*&3�DQG�
3K9LJ DFWLYLWLHV�

3RVVLEOH�IXWXUH�UHYLHZ�RI�(8�*03�*XLGH�WR�HVWDEOLVK�LI�UHYLVLRQV�QHHGHG�
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$FWLRQV�DV�D�UHVXOW�RI�*03�61&¶V�IRU�,QGLD�0DQXIDFWXUHUV�
�����± ����

��

� ,Q�FDVH�RI�VHULRXV�GHILFLHQFLHV�FULWLFDO�ILQGLQJV�DFWLRQV�
PD\�QHHG�WR�EH�WDNHQ�E\�,QVSHFWRUDWH�DQG�(8�
DXWKRULWLHV��7KHVH�DFWLRQV�PD\�LQFOXGH�

± 3URKLELWLRQ�RI�VXSSO\

± %DWFKHV�ZLWKGUDZQ�IURP�WKH�(8�PDUNHW

± 5HIXVDO�RI�WKH�JUDQWLQJ�RI�D�0DUNHWLQJ�
$XWKRULVDWLRQ

± 9DULDWLRQ�RI��0DUNHWLQJ�$XWKRULVDWLRQ�V�

± 6XVSHQVLRQ�RI�0DUNHWLQJ�$XWKRULVDWLRQ�V�

± 5HYRFDWLRQ�RI�0DUNHWLQJ��$XWKRULVDWLRQ�V�

± $FWLRQ�Y�&(3��$3,¶V�
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:KDW�NLQGV�RI�&$3$¶V�KDYH�ZH�VHHQ"

��

� ,QWURGXFWLRQ�RI�WHFKQRORJLFDO�DQG�RU�SURFHGXUDO�VDIHJXDUGV�

� &KDQJHV�WR�EXVLQHVV�SURFHVVHV

� &KDQJHV�LQ�ZRUNIRUFH�DQG�PDQDJHPHQW

� 6LJQLILFDQW�ILQDQFLDO�LQYHVWPHQW

� 1RQH�RI�WKH�DERYH�RQ�WKHLU�RZQ�DUH�VXIILFLHQW��

� 7KHUH�KDV�WR�EH�HYLGHQFH�RI�VLJQLILFDQW�FXOWXUDO�LQLWLDWLYHV�DW�PDQDJHPHQW�OHYHO�DQG�

LQ�WKH�ZRUNIRUFH�DQG�WKDW�WKHVH�DUH�ZRUNLQJ�
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,PSRUWDQFH�RI�4XDOLW\�&XOWXUH

��

� 5HVSRQVLELOLW\�RI�VHQLRU�PDQDJHPHQW��

± $�TXDOLW\�FXOWXUH�WRJHWKHU�ZLWK�

± LPSOHPHQWDWLRQ�RI�RUJDQLVDWLRQDO�DQG�WHFKQLFDO�PHDVXUHV�

± GDWD�LQWHJULW\�ULVN�LV�DVVHVVHG��PLWLJDWHG�DQG�FRPPXQLFDWHG�LQ�DFFRUGDQFH�ZLWK�WKH�SULQFLSOHV�RI�
TXDOLW\�ULVN�PDQDJHPHQW�

� 3DUWLFLSDWLRQ�DQG�FRPPLWPHQW�E\�VWDII�DW�DOO�OHYHOV�ZLWKLQ�WKH�FRPSDQ\��E\�WKH�
FRPSDQ\¶V�VXSSOLHUV�DQG�E\�LWV�GLVWULEXWRUV�

� 7KH�HIIRUW�DQG�UHVRXUFH�DVVLJQHG�WR�GDWD�LQWHJULW\�PHDVXUHV�VKRXOG�EH�
FRPPHQVXUDWH�ZLWK�WKH�ULVN�WR�SURGXFW�TXDOLW\��DQG�EDODQFHG�ZLWK�RWKHU�TXDOLW\�
DVVXUDQFH�UHVRXUFH�GHPDQGV�
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&RQFOXVLRQV
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