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Review and Approve Results in Empower

Data, Meta Data and Audit Trails
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What is an audit trail? & wuWNaters

= Systematic “story” of the data from creation, through
interpretation and final assessment and reporting

= Easily confused as : Log of everything that happens in my
system”

- Recent quote: “"We switched on audit trails of everything at the
beginning” and.......

Cause Effect
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Process Understanding

THE SCIENCE OF WHAT'S POSSIBLE."

= Key to determine the true audit trail
- How is data recorded, where and when
— What additional records are created along the way

- How are these connected and what traceability is there between
them

— If records are not editable, do you need a traditional audit trail
functionality?

— Can you create a paper audit trail / change control?

= Using the answers to these questions the criticality of the audit
trail can be determined and a sensible review process designed.
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Critical Audit trails

Instrument fit
Standard for us

: Training
Solution and . Methods for Processed
Sample (Maintenance records of Raw Data interpretation results Reported data

Preparation and calibration operators
records)

= At each step, where are records created?
= Can they be modified? By whom? And how is this traced

= How is data passed from one system to another?
— Automatically and validated
- Manually and Four eyes checked?
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" Waters

THE SCIENCE OF WHAT'S POSSIBLE."

Annex 11: Prompting the question of
audit trail review
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Four new key areas in Annex 11§ & __Waters

= Supplier Audits: including the requirement to share a summary
of your assessment

— Be sure this is agreed in your vendor NDA agreement
= Qualification of IT Infrastructure

- And a formal agreement with IT departments
= Inclusion of Risk Management

- In Regulation rather than in Guidance
= Review of Audit Trails

- Specifically mentioned
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Accurate and Traceable Data Entrys N
- Audit Trails i ctiers

THE SCIENCE OF WHAT'S POSSIBLE."

= Annex 11§9
— Based on Risk

o Record of all GMP relevant changes and deletions
o Reasons should be included

o Convertible to human readable form and regularly reviewed.
= Additionally 11§8.2

- ..ability to " generate printouts indicating if any data changed since
original entry”
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Review of Audit Trails wuNaters

= Audit trails need to be available and convertible to a generally
intelligible form and regularly reviewed. (A11§9)
— Part 11 ™ agency review”

= From a NIST publication*

— Audit trails are a technical mechanism that help managers
maintain individual accountability. ..Users are less likely to
attempt to circumvent security policy if they know that their actions
will be recorded in an audit log.

- "Determine how much review of audit trail records is necessary”
= Increased appearance of Warning Letter observations

* Introduction to Computer Security: The NIST Handbook
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US FDA Audit Trail Review Warn } }
Letters iiaters

= Gulf Pharmaceutical Industries Feb 2012

— We also note that your SOP does not have provisions for any
audit trail reviews to ensure that deletions and/or
modifications do not occur.

= Banner Pharmacaps Sept 2006:

— A second person must review these audit trails, particularly given the
lack of controls for preventing data manipulation. Such an audit
may well have detected the data manipulation which was
occurring at your facility.

= Sunrise Jan 2010:

— In addition, your firm's review of laboratory data does not
include a review of an audit trail or revision history to determine
if unapproved changes have been made.
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Recent Cases of Deliberate Fraud
Using e-Records...

©2013 Waters Corporation

Waters

Product /Batch Number

Lack of Complete Data

Products and batches listed
in FDA-483, point # 2

OOS results not documented in
laboratory records. Unreported OOS
results found in electronic data files.

Propoxyphene Napsylate
and APAP

Tablets, 100/650mg
Batch 303110A

Changed chromatogram headers by
cutting and pasting, so during review all
sample injections would appear to be in
sequence, for Dissolution Testing of
Tablets D1 and D5.

Propoxyphene Napsylate
and APAP

Tablets, 100/650mg
Batch 104026B
Validation Batch

Original Sample Weights not recorded
in notebook. Sample weights were
changed by the analyst until a passing
result was obtained for Assay (A2)

Acetaminophen & Codeine
Phosphate Tablets,
300/30mg

Batch 407148

Processing methods changed by analyst

‘unti! the processing method resulted in a

passing result. Original processing
method not recorded in laboratory
notebook.

THE SCIENCE OF WHAT'S POSSIBLE."
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Empower Compliance Features:
Audit Trails
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Biggest Compliance feature. in., -, . B -
Empower?? s

= The built in Empower Database
- Enables every object to be uniquely referenced

— Can never overwrite data
— Can never mistake which data went with which method

- Ensures easy and accurate data review

= Automatic versioning for results / methods

- With full computer generated audit trail
- WHO changed WHAT (before and after values) WHEN.... And WHY?)
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Empower Audit Trails ID numbere elyarers

= Empower is built into an Oracle Database

= This database gives each object or result a Unique Identifier for
tracking the values and records

= This identifier is unique within each project.

= Modification of any data base object results in a NEW record
with NEW identifiers

= Many users of Empower use these ID number to prove and
identify results to auditors

— Also to track for their own purposes

©2013 Waters Corporation 13



Assigns Unique ID # for All Entri

©2013 Waters Corporation

| {1 ] sample Sets | njections |Channels | Methods | Result Sets| Resutts [Peaks | Fi
Hl Samplefame Wial (:;idﬁ) Injection || Imjection Id | Channel Id
1 | System Suitability test | 1:A,1 1062 1 1064 1065
2 | System Suitability test | 1:A,1 1062 2 1069 1070
3 | System Suitability test | 1:A,1 1062 3 1071 1072
4 | System Suitability test | 1:A,1 1062 4 1073 1074
5 | System Suitability test | 1:A,1 1062 ] 1075 1076
6 | AG Standard 1 1:A,2 1077 1 1078 1079
¥ | AG Standard 2 1:A3 1080 1 1081 1082
8 | AG Standard 3 1:AA4 1083 1 1084 1085
9 | AG Standard 4 1:A5 1086 1 1087 1088
10 | AG Standard 5 1:A6 1089 1 1090 1091
1 | AG Sample 1 1:A7 1092 1 1093 1094
12 | AG Sample 2 1:A8 1095 1 1096 1097
13 | AG Sample 3 1:B.,1 1098 1 1099 1100
14 | AG Sample 4 1:B,2 1101 1 1102 1103
15 | AG Sample 5 1:B,3 1104 1 1105 1106
16 | AG Sample 6 1:B.4 1107 1 1108 1109
17 | AG Sample 7 1:B,5 1110 1 111 1112
18 | AG Sample 8 1:B.6 113 1 1114 1115
19 | AG Sample 9 1:B,7 1116 1 1117 1118

— Miss
Cha

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

= Raw DatRH3(ft ID’s

ing numMaRIS HEEAUMbers
nnel  assigned to

- Assigned toalipeatiom
o Assigned tndial. 1142,

1143, 1144,
1145, 11467

14



View

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

33 Sample Sets | Injections |Channe|s|hﬂethnds |Result Sets |Results Peaks |Fracti|:|n5 | Sinn Offs |Cuwes|‘ﬁiew Filters |Custum Fieldsl

H SampleName Vial (:;idﬁj Injection | Injection Id | Channel id Relzun Ca"hlzf'ﬂ':'” Name Curve Id R?E%:%Dn mﬁigjm
1 | System Suitability test | 1:A,1 1062 1 1064 1065 1147 1141 | Acetaminophen 142 0.871 | 68955
2 | System Suitability test | 1:A,1 1062 1 1064 1065 1147 1141 1.213 | 90121
3 | System Suitability test | 1:A,1 1062 1 1064 1065 1147 1141 1.499 | 99000
4 | System Suitability test | 1:A,1 1062 1 1064 1065 1147 1141 | Caffeine 1143 1.664 | 109067
5 | System Suitability test | 1:A,1 1062 1 1064 1065 1147 1141 | Acetanilide 1144 2.098 | 39798
6 | System Suitability test | 1:A,1 1062 1 1064 1065 1147 1141 | Acetylsalicylic Acid 1145 2.785 | 59307
T | System Suitability test | 1:A,1 1062 1 1064 1065 1147 1141 2.829 | 89074
& | System Suitability test | 1:A,1 1062 1 1064 1065 1147 1141 | Phenacetin 1146 3.102 | 63820
9 | System Suitability test | 1:A,1 1062 2 1069 1070 1148 1141 | Acetaminophen 142 0.871 | 69341
10 | System Suitability test | 1:A,1 1062 2 1069 1070 1148 1141 1.211 | 90589
11 | System Suitability test | 1:A,1 1062 2 1069 1070 1148 1141 1.497 | 99962
12 | System Suitability test | 1:A,1 1062 2 1069 1070 1148 1141 | Caffeine 1143 1.664 | 110371
13 | System Suitability test | 1:A,1 1062 2 1069 1070 1148 1141 | Acetanilide 1144 2.098 | 40193
14 | System Suitability test | 1:A,1 1062 2 1069 1070 1148 1141 | Acetylsalicylic Acid 1145 2788 | 61227
15 | System Suitability test | 1:A,1 1062 2 1069 1070 1148 1141 2.831 | 895,72
16 | System Suitability test | 1:A,1 1062 2 1069 1070 1148 1141 | Phenacetin 1146 3.106 | 65476
17 | System Suitability test | 1:A,1 1062 3 1071 1072 1149 1141 2938 | 60289
18 | System Suitability test | 1:A,1 1062 3 1071 1072 1149 1141 | Phenacetin 1146 3.064 | 8837
19 | System Suitability test | 1:A,1 1062 3 1071 1072 1149 1141 3.225 | 69641
20 | System Suitability test | 1:A,1 1062 3 1071 1072 1149 1141 | Acetaminophen 0.869

©2013 Waters Corporation
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Method 1D, Version and

File  Edit “iew Tools

Run Samples
sample GQueue

Control Panel

Hroyse rejzer
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Database Mbanzge Help

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

w| ==& %]

H ‘Hl Filter Bu: IMethDds by D ate (D etailed)

ﬂﬂaam e Sets | Injections |Channels|Methods |Resu|t5&t5|Results|Fr

-E L Method Mame Method Type Method Date Method Id | Method Locked
1_ Analgesics Method Set 4192012 10:40:05 &AM CEST 1136 r

2 | Analgesics_2 Processing 41972012 10:39:31 AM CEST 1135 r

3 | Anslgesics Processing 4952012 10:38: 22 Ab CEST 1134 I

4 | Sample Audit Report Feport 411972012 10:36: 28 A CEST 1130 r

3 | Zeroed Bazeline Report Feport 41952012 10:36: 28 Ah CEST 1132 I

G | Sample Summary Table Report 41952012 10:36: 28 Ah CEST 1131 -
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Result Audit Trail...
more than a table of changes

s =
o
| | |

Sample Standards used
Sets - for Calibration
v ' |
ad &

Calibration

Curves

Original
Processing Method

,/
—_—

Unchanged
~~--. - Raw Data
-4 File

Unique

Original
Instrument Method

—

(DAL e Frocesec | vimer

uuuuuuuuuuuuu K
Who Reviewed Why

Product Code/
Stage Reagent Who Approved_‘

System Used LIMS ID




Built in Audit Trails in Empower: Wc'fers

= It is not possible to create, manipulate, modify or delete data
inside Empower without creating an audit trail entry

= All user actions are logged in various audit trails and associated
with the logged in USERNAME
- Assumes all users have unique User Account
= Multiple "modes” of audit trail
- Silent
- Full = Includes the requirement to enter a reason “"Why?”
o With free form reasons
o With predefined reasons only (Default Strings)
- Reauthentication (re entry of password to confirm identity)

= Empower Audit trails are not editable or modifiable by ANY
USER

©2013 Waters Corporation 18



E m powe r Au d it T ra i I S " i THE SCIENCE UgV.I;SSr'ESSIBLE.’"

= Sample Audit Trail
— Tracks changes to entered data about each sample

= Result Audit Trail
— Links results to instruments, samplesets, methods, calibration
curves and standards used in calibration.

— Also traces any manual manipulation of data

= Method Audit Trail
- Keeps all versions of method for recreation of results

- Audit Trail monitors each change, before and after values, who

when and why
- Different versions can be compared to identify the differences

©2013 Waters Corporation 19
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Empower Audit Trails . aters

THE SCIENCE OF WHAT'S POSSIBLE."

= Project Audit Trail
— Gives overview of all changes in a project
— Includes details of method / data deletion
= System Audit Trail
- shows changes to system objects and system policies
- details archive activity
— notes all changes to security (users, user types etc)
- documents all successful and unsuccessful logins
o you have a history of who was logged into the application at any
time
o you have information about system break in attempts
o includes the client the login/login attempt occurred at

©2013 Waters Corporation 20



Waters

THE SCIENCE OF WHAT'S POSSIBLE."

Empower Sample Audit Traily

w

File Edit

Yiew Help

o : — A
B -§8. e Queue Altered -
Control Panel hethod Set f
v Phar
Br0uz2 Yl Fle  Help [ |Phar
M—
b Sample Hiztary r Phar
View Data
1 | Uzer: mharnois Date: S43/2002 12:49:16 AWM Reason: Al sample information not know at time of analysis [ Phar
_ . 2 Maodified YiallLot_Mo): =ho Walues -= S5 4Comp I4| B Phar
alpale Ilzer: TBrowen Date: 2032002 12032031 Ak Reason: Wrond wigght values entered at time of analysis [
Method Set L : : - ; g wieg e Pl Phar
Instrument 4 Madified YiallZampleeight) 1.00000 -= 233 40000 [ Phar
Prgegssing ¥ ™ III \Y\ Phar
pd / k [ |Phar~
\

3 | User: TBrown Date: 5/3/2002 12:52:31 AM Reason: Wrong weight values entered at time of analysis.

4 Modified Vial(SampleWeight): 1.00000 -= 23 40000
70 | DysIEMoUNanily |35 4 stanaard Friuay, NOVEMDET JU, 0071 J.Z0:10 F W T rhar
49 | SystemSuitahility |S5 4 standard Friday, November 30, 2001 3:17:21 PM N Phar
50 | SystemSuitability |554  Prink Table standard Friday, November 30, 2001 3:14:26 PM N Phary .,
< Table Properties.,.. | Ed

For Help, press F1
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Method Properties

— Methad Information
MName: Methamphetamine 2

Type:  Processzing

Locked By:

Clear

Lock |
=

Last Modified By:  Employes_ 00739

Being Edited By:

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

~ Method History Sudit Trail - Methamphetamine 2 u
T3] method Date Method Modified Use P12 Help
2013 81033 AM EDT Employes_00759 ﬁl i
2 p2013 91247 AMEDT | HLongden 1 | Wersion & 5202013 &10:38 AM EDT User Emplovee 00759 forgot peak label
4 p2013 91247 AMEDT | HLongden 2 | ersion 4 4/24/2013 3:12:47 SMEDT User System  Methad (iVaters-sdiehz! PharmaceuticalPharmDey|
4 p2013 31247 AMEDT | HLongden 3 | Version 4 24/01/2003 16:23:50 User HLongden  Method (Hiongden'Pharmaceuticalas, 1282) copied in
5 p2013 91247 AMEDT | HLongden 4 | Version 4 23012003 155913 User HLongden  Method (Hiongden'Sales_Project : 13630 copied into pr
3 | version 4 THER2002 11:16:42 AM User SSmith  Method (WrmadamTONTEST ; 1448) copied into project
51 ersinn d THEPOO? 11-11-11 Lbd | lser SSmith o
4 m >
4 [ T B

Differences | F'rintMethl:udsl

Print History |

Save b Current | Apdit Trail |

oK |

Cancel

| Help |

©2013 Waters Corporation
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Method Differences wuNaters

B Method Differences
File Edit Wiew Help

Graup Yalue Mame ethod (Methamphetamine 2 ; S5202013 8:10:35 &M EDT (Ver. 3)[Method (Methamphetamine 2 0 472452013 901247 AM EDT (ver. 4)
1 Netiod RevisioR Version 4 2307°2003 T35 73 User AL ongdenr  WMeth | Version 4 771672002 TR TG 42 AN User SSmith  Nethod |
12 Nethod Revision Vorsion 4 T/T62002 IT: 7642 ANT Lker SSmith  MNMeth | Version 4 77762002 T1: 71: 11 AMT Uker SSmith
13 Nothod Revision Vorsion 4 F/T6:2002 TR T TT ARE Lear SSmiith Vorsion 3 7762002 T1:09:56 AMT Lkor SSmith
14 NMothod Revision Vorsion 3 7/T6:2002 T1:09:56 ANF Uker SSmith Vorsion 2 7/T6/2002 T 0238 ALY Uker SSmith
13 Method Revision Vorsion 2 7/T6:2002 TR 0438 ANF User SSmith Vorsion T 7142002 T0:48: 79 ANF Lser SSmith Created
16 Nethod Revision Vorsion T T/142002 T0:48: 79 ANF Lker SSmith  Creai

17 | = Expected Mass =

15 Component Name NMothamphotamine
19 Retention Time 8,658
20 Expoctod Mass T

M Expocted ntensity 1

22 Fxpoctod Nfass 2

23 Expocted tensity 2

24 Expoctod Mass 3

23 Epocted ntensity 3

26 Expoctod Mass 4

27 Expocted tensity 4

23 Expoctod Mass 5

29 Epocted ntensity 5

30 | = Componert =

H Peak Laberl NMetfhiA
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How to Review Audit Trails
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Reviewing Audit Trails woNaters

= Purpose

— To uncover possible cases of fraudulent behaviour
o Multiple processing data
o Altering metadata to make results pass
o Hiding or altering meta data on reports sent to QA
o Uncovering persistent suspicious behaviour around security of data
o Ensuring only authorised users have access to certain functionality
o Deletion of data

o Altering system policies /configuration / settings without change
control procedures

= How?
— Two possible procedures:
o Review of relevant audit trails as part of data review
o Periodic review of system level audit trails by admin

©2013 Waters Corporation 25



Review of Audit trails wuNaters

= Review audit trails as part of data review process
- Find anomalies before batch release
— Focus of user behaviour that affect results
— Peer Review / Manager review / QA review?

= Periodic Review of overall Audit trails

- Looking for system level activity without correct documentation,
change control, testing or approval

o Eg changing system policies, user access or deletion of data

= Biggest issue: Audit trails are often more a log of all activity (to
comply) and not designed for easy review

- But it is expected that inspectors will look at the audit trails

©2013 Waters Corporation 26



How to Review Audit Trails-in N
Empower? i oters

= Use the Preview and Sign off tools

- Inform regulatory bodies that electronic signatures are being used in
your company

— Set up system policies to control signature processes

— Create reports including all relevant meta data and include hte Sign
Off property

o Sample Set, Method details, All versions of Results and all Audit
trails

- Review all pages of report
— Sign report

©2013 Waters Corporation 27



" Waters
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Using Reports and E-Signatures
to review and approve results
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= Result Sign off tab
— Sign off Inactivity delay
— Clear password
— Enforce single logon
— Allow lock channels
— Save report image as pdf
— Multiple sign off behavior

— Enforce sign off 1 before
sign off 2

©2013 Waters Corporation

"User Account I MNew Project I System Audit Trail I Data Processing I Other  Result Sign Off | E-Mail I

— Result Sign Off Policies

{ES) [+ Sign Off Inactivity Delay: Im minutes
{ES) [¥ Clear password after Sign Off
(ES) [¥ Enforce Single Logon for Sign Off
{GXF) ¥ Allow 'Lock Channels' after Sign Off 2
{GXF) ¥ Save report image (as PDF) after Sign Off
[ Require Sign Off 1 and Sign Off 2 by Different Users
{GXP) Multiple signoff behavior: |,n.||aw the Same Reasons |

Walid Sign Off 1 Reasonis):
Erforce Sign Off 1 [1Data Rejected - all result versions forl =
{GXP) v ;
before Sign Off 2 []Data rejected - one result onby @
[ ] Authorship
[ Responsibility -

I you are working in a regulated environment, Waters recommends setting the options
marked with GX¥Ps and ER. K you are implementing Electronic Signatures, add the option
settings marked ES.

to the LDAP domains, will be undone.

System Policies E

Waming: By selecting "cancel”, changes
made in ALL tabs, including changes made

QK I Cancel

Help

29



Report methods for electronic
Sighatures

. "~ Waters

THE SCIENCE OF WHAT'S POSSIBLE."

= Report methods to be used for electronic signatures must have
‘Allow this method to be used in sign off’ checked

= If the content of the method is
changed this check box will be

automatically deselected and (Method Properies [

i Method To-Gri i
must be selected again before o9 | Snap-Tond | Legacy Seaing |
— Report Type — Paper Size
the method can be used for & Individud @ Use Prrter Defaus
. .  Summary By Al Size: IE.&TI j
electronic signatures € Summary By Vil e
" Summary By Injection St ' =
— Height: | T1.007 E
Morans w0 =
= ﬁ—' —Orientation
Right: 050 = [T Use Printer Defaults
Top: [0.50 _|: * Porrait
Bottom: |0.50 _|: " Landscape
— Report Page Scaling
Scale to % of Paper Size: Im
< IV Allow this method to be used in Sign Off >'
Mote: This value will be be cleared whenever a method iz modified.

ok | Cancel Boply Help |

©2013 Waters Corporation 30




Report methods for electronic " Wi
Sig natu res i THE SCIENCE UgltSSrSSSIBLEI"

= Viewing sign off information in the report
= Add the sign off table to the method

Default Individual Report in Pharmaceutical\Defaults on EMPOWER2.WORLD as demouser/Administrator - Report Publisher
File Edit View Layout Help

| Slel@) s[ele] ol ZIA % -] alslal
E-{An Chromatograms - 2

{4 Zeroed Baseline Chromatogi | 0.040] @
-3 Tables
-.EE] All Peaks Table 0.0304
B2 Amount Component Sum
..EE] Area Component Summai
Basic LC Peaks Table
Component Table

Buity
»

0.0204

Propio

0.0104

EP Sys Suit Result Table 0.0004 7 F = £ = =

-.EE] EP Sys Suit Summary Tabl e e e e e N A e e o e e TN A e e e e e e e IR e
5] GPC Average System Sigr 050 1.00 150 2.00 250 3.00 3.50 400 450 5.00 550 5.00|

GPC Results Table Minutes

GPC Summary Results Tak) _
----- GPC System Sigma 1 +| PeakName RT | Area |% Area |Height| Amount

5] GPCV Results Table Acetone 1.240(304015| 27.04[04464 |1875.000
Group Peaks Table Acefophenone |2.132(390990| 27.72|79416|  5.000

JP Sys Suit Result Table
JP Sys Suit Summary Table Propiophenone | 3.110 (310316 | 22.00|52895 5.000

] MS Results Table ATV ﬂgx
= PDA Results Table P tantes
[ Peak Labels Table esult Sign i

Sign Off | Sign Off | Sign Off
..... Peak Results Table SampleMame | Result Id Full Name | Date Reason

----- Sign Off Table >

=Y

5]

w

PO Std 5.0x 2315

[\

Unknown Peaks Table
-.EE USP Sys Suit Result Table
----- USP Sys Suit Surmmary Tal
[]--lﬁ LC Calibration Curves
-4 LC Calibration Point Tables
- LC Calibration Avg. Point Tak
- ][] Fraction Tables
i-Ob Instrument Methods
[ Processing Methods
- [ Report Methods
- Export Methods
- Method Sets o

For Help, press F1 Project Pharmaceutical\Defaul |Individua| Y

[
[

31
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Signing reports

" Waters

= Report is viewed as normal
= Signature table is displayed

©2013 Waters Corporation

e |

For Help, press FL

Elewsl wEs o @@ ol = S @ [ @ o

Default Individual Sign Off

SAMPLE INFORMATION

Sample Name: PQ Std 5.0 Aoquired By Sysem

Samole Twoe: Standard Samole SetMame  PQ Samole Set
Vial: 2 Apg. Method Szt LC Demo Method Sat
Injection #: 1 Processng Method LG PO ApesTrack
Iniection Volume: 20.00 ul Channel Name: 455

Fusn Timme: 6.0 Minutas Proc Chnl. Der.:  254nm

Dats ired: 17. 1997 5:03:14 PM EDT
Dste Procesed:  Thursdaw Mawv 12. 200524501 AM EDT

Butyo phenone - 4.782

Ares
194015
290950
310316

rted by User Demondration User [demouser) :  PhamaceuticalDefault:

B iibliiiiiiaiianet Date Printed:
Report Method I[ 2508 Thursday, Apil 18, 2011
Page: 1of 1 10:38:10 AM USE agem

Project: Pharmaceutical\Defaul {Inc 2

THE SCIENCE OF WHAT'S POSSIBLE."
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Signing reports

= Review the report and if suitable

= Click the sign off button

= Note

= Sign off button is greyed
out until all the pages of
the report have been
displayed

©2013 Waters Corporation

" Waters

THE SCIENCE OF WHAT'S POSSIBLE."

or.. [ | = ) |

For Help, press FL

ﬂ lee |

Default Individual Sign Off

SAMPLE

INFORMATION

Sample Name: PQ Std 5.0
Samole Twoe: Standard
Vial: 2

Injection &: 1

Iniection Volume: 20.00 ul
Fusn Timme: 6.0 Minutas

Date Acauired: Wednesdav. Sectember 17. 1957 5:03:14 PM EOT
Dste Procesed:  Thursdaw Mawv 12. 200524501 AM EDT

Aoguired By Sysem

Samole SetMame  PQ Samole Set

Apg. Method Szt LC Demo Method Sat
Prooesing Metiod  LC PQApedrack
Channel Name: 455

Proc. Chnl. De=r.:  254nm

Butyo phenone - 4.782

PeakName

RT

Area

Aczone

1249

194015

Acsophenons

2132

320550

Propiophenons

2110

310316

Butyrophenone

4782

314588

Result Sign Off
Sgnot | Sgnot
U e e | D

Sgnos
Femmn

NEEE] |

Repored by User Demondration User [demouser)
Report Method: DeGult Individual Sign O
Report Method I[ 2508
Page: 1of 1

Prject Name:  PhamaceuticalDefault:
Cate Printed:

Thursday, Apil 18, 2011

10:38:10 AM USE asem

Project: Pharmaceutical\Defaul {Inc 2

33



Signing reports e Vaters

= Sign off dialogue box is displayed

- Enter m
- User Name I There iz 1 rezult avalable for zign off.
- PaSSWOrd _SIQHSLL:;Idemnuser
_ Reason Easswnrd:l ““““““““
. . Reasar: Im j
= Click Sign off SignOFF |
= If signing of for ‘Sign off 2’ [
— Can lock channels Password |
Feazon: I LI
[7 Lock channels after Sign OFf
Sign OIff |
Cloze | Help |

©2013 Waters Corporation 34



Signing reports . Waters

Default Individual Sign Off

SAMPLE INFORMATION

PS5t 5.0x Acquired By SysEm
Standard Samole SetMame  PQ Samole S=t
2 Aco. Method Set  LC Demo Method Set
1 Prooesding Method  LC PQ ApexTrack
Iniection Volume: 20.00 ul Channel Name: 455
Run Time: 6.0 Minutes Proc. Chnl. Desr.:  254nm

Date Acouired: Wednecdav. Seotember 17. 1957 5:03: 14 FM EDT
Date Procesed:  Thursdawv Mav12. 2005 8:45:01 AM EDT

Butyophenone - 4.782

a0
a0
Qo
Qe
oo
004!
Qa0
oD
a0

:

334015
320550
310316

ation Use! [oetroiee =Gl Name.  Phamaceutical De faul ts
Report Method: Deiult Individusl Sign C Dste Pinted:
Report Method 112508 Thursday, Apil 18, 2013
Page: 1of 1 10:41:20 AM USEagem

Pagelofl Project: Pharmaceutical\Defaul [Inc 2
©2013 Waters Corporation

THE SCIENCE OF WHAT'S POSSIBLE."
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What should be included in.an J Wi
Electronic Signature report e aters
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What should be included in.an J Wi
Electronic Signature report lYaters

= Should I use a report to review data

= What should go on that report
— As much as possible
- Only what is essential

©2013 Waters Corporation 37



What should be included in-an
Electronic Signature report

= Individual Reports or Summary?
ez

Default Individual Sign Off

SAMPLE INFORMATIORN
Samplk Mame: PO SN 25X Acqulred By sysem
sampk Type:  Swmnoam Sample Set Kame: PO Sampk Set
Vial: 1 AcQ. Memod 52t LC Cemo Metnod Set
Injection & 1 Prossdng Mefod LT PQ ApexTmEck
Inketion Vokime: 20.00 ul Channel Name: 486
Run Time: 5.0 Miutes Pmc Chnl. Desor:  254nm
Reault SetID 1008 Realt ID 1013
Date Acquled:  Wednesiay, September17, 1997 4-5603 PM EOT
Date Pocesmed:  Thumday, Miay 12,2005 8:46701 AM EDT
004s] E -
-1 o
@
DD % =
:
003 o
o
o] =
o
[aler] 2
2 = &
= =
ooz B
|
[l
0o
oo =
0.00cH T L] L] T
) 1k Wbz T2k T am 3k T dke T T wke T am sk &b
Miues
PeakMame | AT | Area |Amount|Resnts *'gwﬁi:"a Manual |ARered |Resul Id
T |Acstone 1249 | 194656 |937 500 % ) Yes 1018
2 |Acetophenone |2.132 | 154108 2500 % ) Yes 1018
3 |Proplopnenons |5.110] 153388 | 2500 % ) Yes 1013
1 |Butympnenone |4.781 | 155784 | 2500 % 06 [N Yes 1015
Rssult 3ign Off
S Sgnct Sgnct
Sarpieaiere | R i Fuil M = [
1|Posd 25 01 | Derrorst atlon User (deroases) | Thorsdlay, A il 42, 213 Ho1ES A0 0T | SgnOft Lavel 1, Resson Auha sis

Fepaned by Usr Cemaondration User gemouser)

Fepont Memod: Default individual Sign ©

Fepon Memod 1049
Pagetof

©2013 Waters Corporation

Project Name:

PhamaceuticanQuallly Control
Date Printed:

Monday, Aprl 29, 2013
10:39:12 AM US'Eagen

" Waters

THE SCIENCE OF WHAT'S POSSIBLE."

Default Individual Sign Off

Procegs
Channel
Proc. Ch
Realt &

LRy

g

LRy

auﬁ-

Fepomedb
Fepom Mt
Repor Mat
Page:1ofd

(B . TRIFE & el A T 1Mkl
== ~
. om -
5] f g
o @
3 0] 2
s E
R — g
2o 400 &®
M=
SampleName: PQ Std. 2.5x
# Realis int
PeakMame RT ARa |(Amount |Resul # Stred Manual Type Alterad | Resul id
1 | Butyrophenone | 4781 155734 2.500 26 26 | Mo BE (Yes 1315
I |Foplophenone | 3110 [153588 2.500 26 26 | No BB |Yes 1015
3 |Acetophenone | 2132 [194103 2.500 26 26 | Mo BB |Yes 1015
4 |Acetone 1249 |194656 (937.500 26 26 | Mo BB |Yes 1015
SampleMame: PQ 5id 5.0x
# Reauls nt
PeakMame RT AR3 Amount |ResuR # Smned manual Type Altered | Reault i
1 |Butyrophenong |4.732 |314968 5.000 5 25 | Mo BE |Yes 1025
2 |Prplophenone | 3110 [310316 5.000 5 25 | Mo BE |Yes 1025
3| Acelone 1249 |394015 |1875.000 25 25 | Mo BE [Yes 1028
4 |Acefophenone |2.132 |390220 3.009 3 23| N BE [Yes 1023
SampleMame: P2 Std 10x
PeakMame RT AR3 Amount |ResuR # # Real manual n Altered | Reault i
stored Type
1 | Butyrophenane |4.7382 |626000 10.000 25 25 | No BE |Yes 1029
2 |Acetophenone | 2132 [TT1815 10.000 25 25 | No BE |Yes 1029
3 |Poplophenone | 3111614622 10.000 25 25 | No BE |Yes 1029
4 | Agetone 1243 |T81443 (3750.000 5 25 | Mo BE |Yes 1029
SampleMame: PO Unk. 1
PeakMame RT Ara Amount |Resul # # Reails kanual at Alliered | Reaul id
stored Type
1| Acefophenone |2133 |7T4688 10.0235 36 36 | No BB |Yes 1033
Feporied by User Demaonsration User @demouser) Project Name: Phamaceuticah@ually Control

Fepor Memod: Default individual Sign ©
Fepor Memod 1049

Page2af4

Cafe Printed:

Monday. Apdl 29, 2013
10:54336 AM US/Eaden
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I n d iv i d u a I o r S u m m a ry Re po rts l | THE SCIENCE OF WHAT'S POSSIBLE."

» Individual: Each result is signed individual date/ time
— Can reject one result out of a batch

= Summary: One signature applies to each individual result
— Same date and time
— Simplify the signature box on reports with single signing action

= What to do with results which are not signed?
— Are they superseded results?
— Do you need to sign as “rejected”?
- What will you say to an auditor who asks about these results?

©2013 Waters Corporation 39



What should be included in-an
Electronic Signature report

= Chromatogram
- One... Some... All... None
- Full
— Expanded base line
— Thumb nail

= How useful is this for
scientific review?

— No zoom on integration
= Could annotations have
obscured data?

— Only show up on printed
reports, not electronic
reports

©2013 Waters Corporation

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

Default Summary Sign Off

SAMPLE

INFORMATION

0l | Channel Mame: 436

In| Procesing Method LCPQ ApexTrack

Acouined By: Sysem
Sample Set Mame: PQ Sample Set

fw Prmoc. Chnl Descr: 254nm Aoh Memod S8t LT Cema kethod Set
Reault et D 1009
L | o=
Da
- L — = = =
e o < o o -
a0 @ W a W
Ed : E S 1 2
Y ] ] ;
H H
il L
a0

HEEE

ale =47

=

N
| &
;

|

Re Fepomed by Usr Demondration User demauzer)

f8 repon Memod: Detull malvidual Sign ©

Pa Feport Memod L1051
Page:1 of1

Projed Mame: Phamaceulicahually Control
Cate Printea:
Monday, Apill 29, 2013
110646 AM US/Eader
40



What should be included in-an
Electronic Signature report

- aters

THE SCIENCE OF WHAT'S POSSIBLE."

= Method data
- Processing... Instrument... Method Set... Sample Set... None

- Some e A” e W Default Individual Sign Off

H SAMPLE INFORMATION
- HIStory Samplke hame: PQ 5. 2 5x Acouired By: Syslem
B
. mo

m ha
ample Type: Standard
il 1 )
Injection #: 1 cessEng
— Inlection volume: 2000 ul -
Run Time: 6.0 Minutes Pre Chnl. Deser- 254nm

Cate Acouled: ‘wedneaday, Seplember 17, 1997 4256203 PM El
Cafe Pocesed:  Thumday, May 12, 2005 8:46201 AM ECT

|

- Version
= Compare Methods

= Train reviewer on y
Empower traceability

z

HIEE

EEHR. Y S = =

O

B R e e

Acq. Method Setf ~ LC Demo Method Set
Processing Methoc  LC PQ ApexTrack

| |
|1 |msu:5c | 1ms||:\mmmm-;mnm |Trum-.np1ns:m3|1:||ssmsj1|ar|on_aa|.ﬁumm;|

Fepored by User Demaonsration User @emouser) Project Name: Phamaceuflesh@uallly Contol
Report Mefod: Default individual Sign O Cate Printed:
Report Mefod IL1051 Monday, Apnl 28, 2012
Pagec1ar 1104205 AM US/Eader
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What should be included in.an., -, W
Electronic Signature report Bvaters

= Sample Set Method?

= Sample Set?

= Channel Information (is it complete? Test injections?)
- Samples... Standards... Controls... Blanks... None

- Some... All...
- Sequence, ID, Channel name

Sarpesiae | S2epe Tioe | |2 THL‘ E-T 'E"t:g ﬁ s =z
{ul Dz,

i |mm=ezs |==mme |4 - so0c| om0 |ocDeoMe=ooS= | 100000 | S Y07
AEEEREEEEE - S0C| 2000 |C Deohimeoa o= | 100000 | S o
AR EEEEE - S0C| 2000 |C Deohimeoa o= | 100000 | S =
skt |oeon |4 - 50| 2000 | DeoMetooS= | 100000 | S 305
BEIG I EEE - S0C| 2000 |Co=ohe=os= | 1000w | S G
s [mmow: |owon |8 - S0C| 2000 |Co=ohe=os= | 1000w | S ==
7lmmuks |veomn |7 - 20| 2o |cDeoMe=oos= | 100000 | S e

©2013 Waters Corporation 42



= Result Information
Samples... Standards... Controls... Blanks... None

Some... All...

ID

Result Set Name
Result Set ID

Altered
Manual

Peak Codes

©2013 Waters Corporation

What should be included in.an
Electronic Signature report

SampleName: PQ Std. 2.5x

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

PeakName RT Area |Amount |Result# # Results Manual Int Altered | Result Id
Stored Type

1 | Butyrophenone |4.781 [ 155794 2.500 26 26 | No BB |Yes 1015

2 | Propiophenone | 3.110| 153589 2500 26 26 | No BB |Yes 1015

3 | Acetophenone |2.132| 194108 2500 26 26 | No BB |Yes 1015

4 | Acetone 1.249 (194656 | 937 500 26 26 |No BB |Yes 1015
SampleName: PQ Std 5.0x

PeakName RT Area Amount |Result# #STE?::S Manual Tl:;e Altered | Result Id

1 | Butyrophenone |4.782 | 314968 5.000 25 25 | No BB |Yes 1025

2 | Propiophenone | 3.110] 310316 5.000 25 25 | No BB |Yes 1025

3 | Acetone 1.249 (394015 | 1875.000 25 25| No BB |Yes 1025

4 | Acetophenone [2.132|390990 5.000 25 25 | No BB |Yes 1025
SampleName: PQ Std 10x

PeakName RT Area | Amount |Result# #STE?;!:S Manual Tl:;e Altered | Result Id

1 | Butyrophenone |4.782 | 626000 10.000 25 25 | No BB |Yes 1029

2 | Acetophenone [2.132 | 771815 10.000 25 25 | No BB |Yes 1029

3 | Propiophenone | 3.111| 614622 10.000 25 25 | No BB |Yes 1029

4 | Acetone 1.248 (781448 |3750.000 25 25| Mo BB |[Yes 1029
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What should be included in-an
Electronic Signature report

= Calibration information
- One... Some... All... None
— Curve plot
— Equation
— Calculations
- ID

©2013 Waters Corporation

Callbration Plot
00000
: ’_,_,E—-’"E/E
=
-|""|""|""|""
[ala) 0000
Aot

Mame: Acetone; PooessngMemod LG
P2 ApexTrack; FRType: Linear(ia
order; Ca3l Cume K- 10115 A
9.392500e+002; B-2.0835035e+002; o
0.000000e+000; Cc 0.000000e-+300;
mrZI0.999948

Calbration Plot

. ]
= ]
o]

Y Y™ Y P
AT

Mame: Poplophenone; Procesng

Memod: LCPQ ApexTrack Fit Type:

Limear (1d Odery Cal Cune 1d: 1013;

AZ1.43553T5e+003; B 6.138398e+004;
& 0.0000002+000; Cc 0.0000002+000;

T
* ° Woaters

THE SCIENCE OF WHAT'S POSSIBLE."

Calibrafion Plot

—

T
glalaal

frem

"z abk sl 2k

Ao
mme:.ﬁo&lnphenune; PI'CIEEEhg
Method: LC PQ Apex TEck: FR Type:
Linear {id Onder; Cal Cuwe - 101%;
AZ3695000e+003; B:TE904492+004;
C 0.000000e+000; - 0.000000e-+000;
22 0999931

Calibrafion Plot

g
=
2

obe  zim  wl | sbe sl dom
e

Mame: Bulyrophenone; Procesdng

Method: LC PQ Apex Tk, FR Type:

Limear(id Order; Cal Cume - 1014;

A2 TEITI0e+002; B-6262438e+004;

< 0.000000e+300; Cc 0.000000e+000;

T
[al=a}

MDD 999945 R*2:0.999967
Pk At
Mare Lmel|  Hvee Femorme | Calc Ve | SDewon (Mame | igrons
1 | Amoee (4 ST 500000 | 1EEE 500000 | SDETE e -0EE (ves Mo
H I |AETEO000000 | 3OS 00000 [ 155E a8 OE1E [es Mo
3 3| ETE0000000 | TET 4T S00000 374 1308 00z [ves o
Fas AmToecoe
e el Kume | Resoose | Caico e | % Dedeton (Maus | gooe
1 [ Ammarenoe |4 L0000 | 1T E00n | e -0EED (e Mo
H H 000000 | |00 SN0 | S0sA0sE - K )
3 3 |0000000 | TTIEES000D | ST RERFEl RS ]
P S oopnenTe
Pz o | Kyvme | Ao | Caicvee | S Dewsmon [ Mana | igrone
1 | Fromioonenone | 4 ZE000C | 1SEEE 00t | 24TETH DI |ves Mo
z z E000000 | FHGASE00000 | S0E DB |ves Mo
3 3| 90000000 |EEI TEO0DC | SmEEE DA [ves Mo
Fes BuropeTone
Bl | vmee | Fesoonse | Calc Ve | 5 Deseion | Mane | ignae
1 [ B oorenare: |4 ZIO00OC | 1SETOO0NC | Z4EREE DEEE e Mo
z z SO0000C | FHSSEIS0C | SOE0EE Eol T
D000 | EISEEREO00IC | B S0EE e Mo
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What should be included in.an

Electronic Signature report )
= Audit trails

— Samples... Standards... Controls... Blanks... None

- Some... All...

- Sample History
— Method History
- Method Versions

©2013 Waters Corporation 45



How to Review Audit Trails-in - W
PreView and ReportS? y THESCIENCED?N.IE-:SS"SSSIBLE.’"

= Advantage: Evidence of “review”
= Jssues:

— Just because they are on the reports and you looked at the at page,
did you actually see anything irregular?

— Can you pick out * normal” audit records from * non normal”?
— What real value does this bring to the review process?

— Creating huge reports for each run, effectively a new “ copy” of the
electronic data.

©2013 Waters Corporation 46



How to Review Audit Trails-in i "_ )
Empower? i - BleTs

THE SCIENCE OF WHAT'S POSSIBLE."

= Review chromatograms, methods and relevant Audit Trails in
Empower application
- Sign a report to document that you have followed the review SOP

I sign this data to attest that I performed/ reviewed / approved
this data according to SOP 12345

This includes review of all manual entry of meta data (eg
weights, dilution and other factors and also the relevant audit
trails.)

- Mimics the review of many other aspects of a method execution
o Sampling / solution creation/ standard creation
* No true recording of activity

©2013 Waters Corporation 47



How to review data in Empower

" Waters

THE SCIENCE OF WHAT'S POSSIBLE."

= Use the Empower project name to open the correct Empower

project

= In the result or result set tab search for the ID

.

File Edit View Tools

Database MuGenesis 8 ELMN Help

(<1 Pharmaceutical\Acetaminophen on EMPOWER3, WORLD as demouser/Administrator - Project

e

2 =1

=l

Nliil| @] 2| Ba|@)

r!l

Filter By: I Select Result Set D

| Ediview

Update

hd aw Fows: I'IDDD ]‘ | ‘ | ’ | pll

33 Sample Sets | Injections |Channe|s| Methods | Result Sets |Results|F'eaks | Fractions | Sign Offs |Curves |‘u'iew Filters |Cust0m Fields|

Result Set Name

Result Set Date

Sample Set Name

Sample Set Start Date

Sample Set |

==

Acetaminephen ID_Assay

Monday, February 22, 2010 11:22:50 PM EST

Acetaminophen ID_Assay

Sunday, July 14, 2002 2:50:33 PM EDT

&536_02 07

Select Result Set using Select Result Set ID

Fiesult Set Id |=1 [

Cormplete view filter selection criteria.

Rezet | kK I Help

|1 total

©2013 Waters Corporation

48



= Use right click “View
— Sample Sets
- Results
- Peaks
— Processing methods
- Instrument Methods
- Sample Set methods
— Audit Records

as...” to select

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

[£] Pharmaceutical\Acetaminophen on EMPOWER2.WORLD as demouser/Administrator - Project
File Edit View Tools Database NuGenesis8ELN Help

[E=8 e =)

B = | B[S 2] i1 D)
'
=] Ediview | Update | MasRows [0 I{l{ b | M

=]

Fiter By | Select Resul Set ID
|Z|I| Sample Sets | Injections |Channels| Methads | Result Sets |Resuits|Peaks | Fractions | Sign Offs | Curves | view Filters |Custom Fields | udit Trails |

Result Set Date ‘Sample Set Name ‘Sample Set Start Date

- aFruary 22, 2010 11:22:50 PM EST Acetaminophen ID_Assay Sunday, July 14, 2002 2:50:33 PM EDT 85
Mew Method 3

Sample Set Method System Name

B101R319_Waters1 Lacen101r319a 1667

Node System Comments |Result Set id

Review

Preview/Publisher

Process...

Print...

Bxport..

Run Samples

Copy To Project...

Delete Row(s)

Copy
Paste

Hide Column

Show All Columns

W
Sample Sets
Results
Peaks
Processing Methods
Instrumen it Methods
Sample Set Methods
Audit Records

Print Table

P 4

[1 total

©2013 Waters Corporation

49



Waters

THE SCIENCE OF WHAT'S POSSIBLE."

= In Results tab

- Result ID, Processed Manually, number of results for channel, result
number, processed by, processed date, Processing method, date acquired,
channel, vial, injection, system, label, sampleset id, run time, custom
fields, faults, blank, comments, peak codes, number of sign offs, sample
name.......

1 Pharmaceutical\Acetaminophen on EMPOWER3.WORLD as demouser/Administrator - Project EI
File Edit View Tools Database | NuGenesis& ELN | Help
= E RSN
=2ll=] i N\, G| G| B3|
rM
Filter By: [All by Date Proc. [Detailed) | Update | Mas Frows: [1000 14 | 4 | » | bl |

|ZII| Sample Sets | Injections |Channe|s| Methods |Resu|t Sets [“ Its |Peaks | Fractions | Sign Offs |Curves |View Filters |Custom FieldslAuditTraiIs |

P Vial |Injecti Sample Type Channel Processed Channel Descr. Date Acguired Date Processed P ing Method P d By Result # & D;z?:;ns Manual [Faultz |Result Id

1 [200905485-N99048 2 (12 1 |Unknown 2487Channel 1 WMonday, July 15, 2002 5:15:54 AM EDT | Monday, February 22, 2010 11:22:52 PM EST | Ac i PN | d {Administrator 21 21| T r 1690
2 | 200906485-N99048_1 (11 1 |Unknown 2487Channel 1 Monday, July 15, 2002 4:14:16 AM EDT | Monday, February 22, 2010 11:22:52 PM EST [ A i PM | d tAdministrator 21 21 r r 1689
3 | 200906483-N99043_2 (8 1 |Unknown 2487Channel 1 WMonday, July 15, 2002 1:0%:12 AM EDT | Monday, February 22, 2010 11:22:52 PM EST | Ac i PN | d {Administrator 21 21| T r 1688
4 |200906483-N99043_1 |7 1 [Unknown 2487Channel 1 WMonday, July 15, 2002 12:07:35 AM EDT | Monday, February 22, 2010 11:22:52 PM EST | Ac i PM | d {Administrator 20 | r 1687
5 | 200906484-N99047_2 |6 1 [Unknown 2487Channel 1 Sunday, July 14, 2002 11:05:57 PM EOT | Monday, February 22, 2010 11:22:52 PM EST | Ac i PM | d {Administrator 2 2| r 1686
6 | 200906484-N99047_1 (5 1 |Unknown 248T7Channel 1 Sunday, July 14, 2002 10:04:06 PM EDT | Monday, February 22, 2010 11:22:52 PM EST |Ac i PM inistrator 19 19| T r 1685
7 |Standard 2 14 1 | Standard 2487Channel 1 WMonday, July 15, 2002 7:1%:31 AM EDT | Monday, February 22, 2010 11:22:52 PM EST | Ac i PN | d {Administrator 18 18| O r 1684
& |Standard 1 13 1 | Standard 2487Channel 1 WMonday, July 15, 2002 6:17:34 AM EDT | Monday, February 22, 2010 11:22:52 PM EST | Ac i PN | d {Administrator 18 18| O r 1683
9 | Standard 2 10 1 | Standard 2487Channel 1 WMonday, July 15, 2002 3:12:33 AM EDT | Monday, February 22, 2010 11:22:52 PM EST | Ac i PN | d {Administrator 18 18| O r 16882
10 | Standard 1 9 1 | Standard 2487Channel 1 WMonday, July 15, 2002 2:10:54 AM EDT | Monday, February 22, 2010 11:22:51 PM EST | Ac i PN | d {Administrator 18 s I r 1681
11 | standard 2 4 2 | Standard 2487Channel 1 Sunday, July 14, 2002 5:02:26 PM EDT | Monday, February 22, 2010 11:22:51 PM EST | Ac i PN | d {Administrator 18 18| O r 1680
12 | Standard 2 4 1 | Standard 2487Channel 1 Sunday, July 14, 2002 8:00:50 PM EDT | Monday, February 22, 2010 11:22:51 PM EST | Ac i PN | d {Administrator 18 18| O r 1679
13 | Standard 1 3 2 | Standard 2487Channel 1 Sunday, July 14, 2002 6:55:08 PM EDT | Monday, February 22, 2010 11:22:51 PM EST | Ac i PN | d {Administrator 18 18| O r 1678
14 | standard 1 3 1 | Standard 2487Channel 1 Sunday, July 14, 2002 5:57:34 PM EDT | Monday, February 22, 2010 11:22:51 PM EST | Ac i PN | d {Administrator 18 18| O r 1677
15 | Sys Suit 2 1 |Unknown 2487Channel 1 Sunday, July 14, 2002 4:55:53 PM EDT | Monday, February 22, 2010 11:22:51 PM EST | Ac i PN | d {Administrator 18 18| O r 1672
16 | blank 1 1 |Unknown 2487Channel 1 Sunday, July 14, 2002 3:54:16 PM EDT | Monday, February 22, 2010 11:22:51 PM EST | Ac i PN | d {Administrator 18 18| O r 1671
17 | blank 1 1 | Unknown 2437Channel 1 Sunday, July 14, 2002 2:52:17 PM EDT | Menday, February 22, 2010 11:22:51 PM EST | Ac i PK [ d tAdministrator 18 1B r 1670

17 total 4
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How to review data in Empower:

= In Sample Set use alter sample
= See if a sample has been altered then right click and

Select view

- Sample History

- SampleSet method
History

©2013 Waters Corporation

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

Acetaminophen ID_Assay in Pharmaceutical\Acetaminophen on EMPOWER3.WORLD as demouser/Administrator - Alter Sample Set

File Edit View Help
&=t ."l ul §*=| @‘l aE:alFEl & | | ﬁl Apply Table Preferences  [alter Sample ;I
h i | or Method Set / Label
Vial (\:JPEI} ns Label SampleName Sample Type Level Function Report Method | Reference Processing SampleWeight Dilution j |Aftered
1 200 1 blank Unknown Inject Samples B8536_02_MS Normal 1.00000 100f0| WV
2 200 1181 blank Unknown Inject Samples B8536_02_MS Normal 1.00000 100800 W
3 200 11X1 Sys Suit Unknown Inject Samples B8536_02_MS Normal 1.00000 100000 v
4 Clear Calibration B8536_02_MS Normal r
5 A Standard 1 Inject Standards B8536_02_MsS Normal 1.00000 [ 100.08000| ¥
‘ v
View Sample History Known Inject Samples 8536_02_MS Don't Process or Report 1.00000 | 250004000 | ¥
View SampleSet Method History Uryown Inject Samples 8536_02_MS Don't Process or Report 1.00000 | 2500 tlcmn I
View As Sample Sets Unknggwn Inject Samples B8536_02_MS Don't Process or Report 1.00000 2500.!000 Icd
Unkgbwn Inject Samples 8536_02_MS Don't Process or Report 1.00000 | 2500, IlDDD v
View As Injections
. Siehdard 1 Inject Standards B8536_02_MS Normal 1.00000 100.!]‘000 v
View As Channels
tandard 1 Inject Standards 8536_02_MS MNormal 1.00000 | 100 D‘)Dﬂ v
View As Results
Unknown Inject Samples B8536_02_MS Don't Process or Report 1.00000 1DDD.D|DD I~
A Unknown Inject Samples 8536_02_MS Don't Process or Report 1.00000 1000.0100 I=d
Insert Row Standard 1 Inject Standards B8536_02_MS MNormal 1.00000 100.00‘0 =2
Delete Row(s) Standard 1 Inject Standards 8536_02_Ms Mormal 1.00000 | 100.001 I3
Quantitate B8536_02_MS u* MNormal -
Cut Summarize Custom Fields Normal r
Copy
Paste

Hide Column

Show All Columns
Print Table

Table Properties...

Column Preperties ...

<1

m

For Help, press FL
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How to review data in Empower"

= Sample History

- Who
- What
- When
- Why

©2013 Waters Corporation

Sample History E

File

1

Waters

Help

Sample History -

User: demouser Date: Friday, February 05, 2010 3:12:28 PM EST Reason:

Modified Vial{SampleMame): <No Values -= Std 2

Deleted Row[1] Component: Peak A Value: 30.030000 dnidc (Vial): <MNo Value= A2 DVial): 0.000 Scatte

Added Row([1] Component: Paracetamol Value: 30.0280000 dnide (Vial): <Mo Value= A2 (Wialy: 0.000 d

User: demouser Date: Friday, February 05, 2010 3:31:55 PM EST Reason:

m

Deleted Row([1] Component: Paracetamol “Value: 30.080000 dnide (Vial): <Mo Value= A2 (Wial): 0.000 3

Added Row[1] Component: Acetaminophen Value: 30.080000 dnidc (Vial) <No Value= AZ MWial): 0.00(

User: demouser Date: Friday, February 05, 2010 5:03:320 PM EST Reazon:

Wl opal = @|en| d=] 2] P2

Modified ComponentMalue[1]) 300230000 —= 10120000

—
=

User: demouser Date: Friday, February 05, 2010 5:17:30 PM EST Reazon:

—
—

Modified Vial(Dilution}: 1.00000 -= 10000000 | M

—
2

User: demouser Date: Friday, February 05, 2010 5:22:44 PM EST Reazon:

—
L

Meodified ComponentMalue[1]) 10120000 -= S.530000

-
-

i r

" Azcending O Descending Cloze |

THE SCIENCE OF WHAT'S POSSIBLE."
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Waters

THE SCIENCE OF WHAT'S POSSIBLE."

= SampleSet/Instrument/Processing Method History

- Name
Method Properties |3
- Da te — bethod Information
Mame: 8536_02 071402
—_ I D Type: Sample Set

Lazt Modified By:  dermouser

- Ve rS| on Lock | Locked By:
| Cear |

— Au d |t Tra | I Clear Being Edited By: demouser
. — Method Hiztory
- Check differences between e T e — ]
Vers | on 8535_02 071402 | Sample Set Monday, February 22, 2010 11:22:34 PM EST
2 Sample Set Friday, February 05, 2010 5:43.53 PM EST
3 | 8536_02 071402 | Sample Set Friday, February 05, 2010 5:22:45 PM EST =
4 |8535_02 071402 | Sample Set Friday, February 05, 2010 5:20:18 PM EST
3 |8536_02 071402 | Sample Set Friday, February 0%, 2010 517,30 PM EST
6 | 8536_02 071402 | Sample Set Friday, February 05, 2010 5:13:45 PM EST b
T |8536_02 071402 [ Sample Set Friday, February 03, 2010 5:13:258 PM EST
& |8535_02 071402 | Sample Set Friday, February 05, 2010 5:05:15 PM EST
9 lasas 02 071407 | Sample Set Fridav February 05 2010 50331 P FST E
P m b
Differences | Print Methods | Print Hiztom | Save Az Curent | Audit Trail |
| k. I Cancel | Help |
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How to Review Audit Trails:.in ' J
E m p OWe r ? i THE sc:l{z{gtg! F§SSIBLE.’"

= Concerns
— Difficult to FIND all audit records in Empower
— Complicated SOP to follow
o Even for experienced Empower users
o Difficult for non/ new/ infrequent users like QA
- No automatic documentation of the review process
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The Review Tool

i
I "N m

e aters

THE SCIENCE OF WHAT'S POSSIBLE."

= Access to integrated chromatograms /results

— All integration positions

— Ability to zoom in to examine without reprocessing

= Peak and Result level values

= Instrument Method
» Processing Method
= Calibration Curves

= NOW Direct access Sample Set

= All that was missing was
the audit trails

©2013 Waters Corporation

Standards used
gzgple 4, for Calibration <
o @ e
& &
- Calibration

Curves

Original - . T T
Processjng Method
Unchanged

e | E— Raw Data

e
-4 File

Who Collected
e
‘ | d d Who Reviewed What
‘ Product Code, Who Approved
2 / pp Why

E-cord Stage Reagent

information LC/GC System W&k8d ID 55



Reviewing Audit Trails: )
Waters

A New tOOI in FR2 : 'i THE SCIENCE OF WHAT'S POSSIBLE."
= Designed to make the requirement to \

review Audit trails simpler .

- Annex 11 and various warning letters (EmDO\/Ver 3

= Launched from Review
- Where a manager would be looking at Results
= Brings into one window audit records from
- Project window
— Manual results
- Method changes
o Processing, Instrument, Sample Set (alter sample) and Method Set
o Allows multiple methods to be compares
= Compares results from superceded results
- Where results have been reprocessed
- Compares Areas, RT, Amount etc between two results
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Enhanced Data Review |
New Result Audit Viewer(RAV) retvatters

o

:'] Inform201:_Tutorial?_Process as Employee 00783/ Adrministratar - QuickStart - [Resiew Data Main Wind ow] E
File  Edit Wiew | Tools | Plot  Process Mawigate Options Window  Library  Manage  Help

Preview Saved Results i’l";ﬁpl ﬂlt“xl mﬁlﬂl!%lﬁ%l ﬁl%l ||E||||| ﬁlﬁﬁl%lﬁl I 'Iﬁl
Alter Sample —
i Result Audit Yiewer I2'45 %“ |3?.DDEI %“D @ISDDD

S5 TIEHE{::UE[ -
i = B4} RS - Analgesics | N j =
Control Panel B Systor Subakili bast fisk 14 1 nin I =
-3 B Analgesics in Inform2012_Tutorial2_Process as Ernployee_D0T89¢Administratar - Result Audit Viewer E’

File ‘iew Help

F A E R

VIEIVE l E; Resutts
-
(- Relzult Sample Name Manual | Result Comments | Faults S';ZLT?SW Re:ult Supﬁeiirctﬂed
View Method = B
Method Set
=8 8 1160 | AG Standard 3 r r - 10 r Injection Yolume = 2.00 Acetaminophen Yalue = 31 250000
Instrument
Processing
Injection Yolume = 2.00 Acetaminophen Value = 37 500000 | =

4 I P

after This Date: 1 92000 j LUpdate I

Resulk Histary | Result Differences I Processing Method | Sample Set Mathod Tnstrumnent Method | Method Set

- [ 0 0 0 O O D 3 [ [ [
HER EEEEEEEERES EEY EE% %Y

m . ﬁl Reason | User Date Action Type Source
E 1 |uto Additions . Injection Id : 1037 Instrument Mettod Id ;1063 iR System | TR2502001 2:21:45 PM CEST | Mi& Acouistion Log
w 2 System | 7/2202011 2:28:35 PM Pis, Sample Set Method Properties
3 System | TE2202011 1:50:32 PM i, Instrument Method Properties
4 Rune B 72011 7Foad 13 Ak i, Processing Method Properties
4 Rune GM G201 11:08:39 A i, Method Set Propetties
G Rune EMER2011 110747 &M s, Processing Method Propeties
7 Rune B E2011 10:08:34 A i, Processing Method Properties
g Rune GHEr2011 10:01:33 AM [ Instrumernt Method Properies
a System | 641502011 315536 PM i, Processing Method Properties
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Result History Table

THE SCIENCE OF WHAT'S POSSIBLE."

= Searches the multiple Audit trails for data related to the
selected injection
— Acquisition Log
— Injection Log

— Sample Set History (Includes sample set level history, sample level
history and method changes)

- Sample History
- Method History
— Audit Trail Records
= Merges data, with different columns and information, into one
easy to search table..

- Some logs are missing ACTION REASON or type... So a N/A is
entered

- Blank columns really were not populated
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Enhanced Data Review

New Result Audit Viewer Waters

THE SCIENCE OF WHAT'S POSSIBLE."

Result History

1] Saft Drink Analysis in Reviewer Training\Reviewer as System/dministrator - Result Audit Viewer = [[E[=]
File Wiew Help

Results
Result Vial id Sample Set id e Date Processing Result Processed Inbegration Software Source SMW Info Integ:

JE (Resut) |  (Resury | SomeMame | Vial | Injection Frocessed Method EesaCuee Type LSS Channel Descr. Agorthm Wersion (Result) System

1 2188 | 1086 2121 | Blark 14,1 1| 102222013 9:31:07 PMEST | Soft Drink Assay | 502 L ACQUITY TUY Cha | ACGIUITY TUY ChA 214rm | ApexTrack Empower 3 Empower 3 Software Buid 3471 SPs Installed: Feature Release 2 DB ID: 2285045534

2

3| 2m | aor2 2121 | Sys Sut 143 1 | 122020138:31:08 PMEST | Soft Drink Assay | S02 Lc ACQUITY TUV Cha | ACGUITY TUV ChA 214nm | ApexTrack Empower 3 Empower 3 Software Build 3471 SPs Installed: Feature Release 2 DB ID: 2288045534

< | m | »

e et | wWonderwoman/Administrator | Awdit Trail Record Altered Sample Set

5l ary

Processing Method Properties N/& Optimized integration

Belle

Belle Processing Method Properties NAA Optimized integration

Belle Sample Set Method Properties N/A Modified Sample Name/Amount Values
Belle

Belle

::ﬁ Sample Set Method Properties NIA Corrected bracketing
e Sample Set History NiA Corrected bracketing
10 | wonder:
12 | wonder: y
—Tom Belle Method Set Properties N/A Added processing method
L Belle Processing Method Properties NiA Optimized Integration
16 | Belle m Corre acketing rSI0N X er Bel orre: racketing

Corrected bracketing User. Belle Date: 4/7/2008 3.16:18 PM EDT Reason Corrected bracketing

8 PM EDT L

Modified Sample Set(HPLC_Cobumn) <No Val

Corrected bracketing

19 | Belle Method Set Properties Nia Added processing method Version 2 4772008 308:58 PM EDT User Belle  Added pracessing methsd
20 | Belle Processing Method Properties MiA Oplirmized Integration Version 3 4772008 30853 PM EDT User Belle  Optimized Integration
« m d L
For Help, press F1 MNUM 4
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Waters

THE SCIENCE OF WHAT'S POSSIBLE."

Result Differences

= Middle table show all superseded results that are stored in the
CURRENT result set

- Individual results can be selected and brought into review to see
lone results or across result sets

= Selecting these results will compare to the most recent result
— Selected in the top table

= Select a peak to see peak values and compare across results
— Faults are still highlighted
— Differences can be highlighted
— Can select to ONLY show differences

o All can be saved as preferences, along with column selection and
order
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Result Differences

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

©2013 Waters Corporation

n] 80rmg_Content Unifarmity in Audit Trail Project] as Systern/Administrator - Result Audit Viewer EIE
File “iew Help
il | salsBl® |
Rezults
E Relzult Sample Mame lanual Result Comments Faultz SL;ELT;W Re;ult Su;?eerzg';ed “ial | Injection ProE?:sed
d of the tail fo [ r r (3
16 1 900 |~y ILUU-OUIIIL‘J-\_’U{J | = | chuncu I2puLEsaly anei Al Yy sdallipie i nanun | . - 36 r 10 1142402013 91724 AMEDT | Meth| -
< | I | 3
After This Date: |12."31."2012 j ﬁl
Result History  Result Differences | Pracessing Method I Sample Set Method | Instrument Method | Method Set
Superseded Results
E Selected Relzurl Sample Name Manusl Result Comments Fautts SL;:LT;W Re:ult Su;?:r?;';ed Yial | Injection Prozzt:sed
Icd 24380 | 501206-80mg-CU5 | M | integration improved manually W r a7 W 142402013 9:23:43 AMEDT
2l W 2474 | 501206-80mg-CUS | I | Reguired reprocessing after altering sample information | M - cls W 142472013 91724 AMEDT
4 | 1 | b
Peak List: Result Differences
Resut Area Retention Height . Relative RT | Start Time | End Time | Baseii]
d Mame (uv*sec) Amount Int Type | Curve ld | Peak Label (Tr:-Tne) %o Area () Units Peak Type (min) RT Ratio (min) (min) o
1| 2481 | Methamphetamine | 10115635 | 98 112 | bb 2465 8.649 | 100.00 | 242830 Found 7700 112383 |
2| 2450 | Methamphetamine | 10100090 | 97.962 | Eb 2465 8.649 | 100.00 | 542805 Found T86Y | 9917 ]
3 | 2474 | Methamphetamine | 10086680 | 97.832 | BB 2465 8.649 | 100.00 | 542697 Found T.BEY | 9.525 [
4 1 +
For Help, press F1 ,_ Y
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Result Audit Viewer

‘{I » [4 20 Channels £20 Chann][ < |

For Help, press F1

rﬁ] QC0105_2695_996 in ICH Impurity Processing as System/Administrator - QuickStart - [Review Data Main Window] = | O
File Edit View Tools Plot Process MNavigate Options Window Spectrum Review Library Manage Help
Il & 2| wl#[#] oo 2|8 5 mRE il [ =2l |
P e o @ M“Q ‘@“204 [204 " LA|[T400se002  [140.000 LA [o UG|[o |
7] Protocol QPMO0879 in ICH Impurity Processing as System/Administrator - Result Audit Viewer |ilﬂli‘
026 File View Help
il | o8l sl |
= I 0.24
Browse Project Results
0.22 [ [ [ [ [ [ [ [ [~
Peak List: Result Differences /
Acid Degradants E| Result N Area A i T
Glimepiride Id ame (uVEsec) motn @ nt Type
Impurity 1 -
3584 | Impurity 2 4740 0.052 |Rb
Peak in blan_k_ 2 3983 | Impurity 2 7168 0.079 | Vv
Total Impurities A 3
Shaw Me... 006 é g | Selected 'ﬁ“ Sample Name |Manual | Result Comments |Faults """:au"‘t;l -;- .Sur:p;"m_\
e o N
r @ N
.04 1| = 3983 |Lotazaz_ad | V. v r 31 v Injection Volumi
View Ac 320 340 350 3.30 £.00 420 2| 3982 |Lota232 A4 | W [cd r 3 cd Injection Valum
=L Minutes 3| T 1964 |Lotazaz_as | [ I3 r 29 I3 Injction Valum:
— Time Pt: 28
Retention | , HE
Name Amount '(I;:.Ir:;e} (uVsec) S Area | % Adjus| 7 " D
Ll Impurity 1 0.003 93 0.09 Peak List: Result Differences
- Acid Degradants
2 |RRT 0.595 2072 2517] 0.24 = fome;,?d'z | R Name s Amount Int Type
3 |RRT 0.631 2199| 2865 027 Impurity 1 1 3984 [Impurity 2 4740 0.052 | Rb
4 |RRT 0.657 2289 4828| 046 Peak in blank 2 3383 | Impurity 2 7168 0.079 |
Total Impurities
5 |RRT 0.663 2312 9068 | 0.86
6 |RRT 0.790 2754 2311 022
7 |RRT 0.807 2814 1303 012
& |RRT 0.816 2844 4507 043
9 |Impurity 2 0.052 2.860 4740 045

For Help, press F1

[ num[ 4
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Waters

THE SCIENCE OF WHAT'S POSSIBLE."

Differences in
the results are
in blue.
Results outside
limits are in
red

Manual
integration
noted in
Integration
Type field
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1 Waters

THE SCIENCE OF WHAT'S POSSIBLE."

-3 m
T
=

Method Information and Differencess

= Selecting a result in the TOP table will search and display the
associated methods in the middle table

= For each type of method an entire method history can be
displayed in the middle table
— Although easier to see in Review graphically

= The bottom table displays the contents of the method version
selected

= Selecting two method versions allows methods to be compared
— Uses the regular "Method Differences” functionality

o Show Only or Highlight differences

— Can only compare two methods at one time
- NB for details of change, use the Result History tab
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1

Processing Method Comparison,

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

Results
-
Summary Resuft Resuft . i Date:
Manuzl Resuft Comments Faults Faults i Superseded Wial | Injection Processed
. (il
h the end of the tail for p r r r —
r I~ 36 r 10 1| 42402013 91724 AM EDT | Meth| -
4 | 1 | 3
After This Date: |12." 31/2012 j Update I
Resulk History | Riesulk Differences  Processing Method |Sarnple Set Method | Instrument Method I Methiod Set
Method History
E Method Id Method Comments Method Yersion Method Locked Method Date Method Modified User Method Mame Method Type Old Id Source Sy Info
1 HLongeen Methamphetamine 2
2 HLongden Methamphetamine 2
3 2197 | Mewy Method 2 r 124052013 9:12:47 AWM EDT HLongden Methamphetamine 2 Processing
4 2196 | Mewy Method 1 r 124052013 9:12:47 AWM EDT HLongden Methamphetamine 2 Processing
MethodDifferences
-E Group “alue Mame Method (Methamphetamine 2 : 424020135 912:47 AM EDT (Ver. 300 fethod (Methamphetamine 2 424/2013 91247 AMEDT [ ~
12 Nathod Revision Version 1 7/1472002 T0:48: 10 AN Uker SSmith  Created method Wethamphel
13 | = System Suitability Limits =
14 Lower Error Limit (L CL) 98000
15 Warning % 9800 |_
16 Lower Warning Linit 98000 |i
4 | 1 3
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Result Audit Viewer " Waters

THE SCIENCE OF WHAT'S POSSIBLE."

(E] QU0105_2695_896 in ICH Impurity Processing as System/Administrator - QuickStart - [Review Data Main Window] (= 3] = _|]
= P s — - . B - B P - - B 1

Method/Differences €—

EI Group Value Name o | Methods
26 | < Integration Parameters = differences
o7 Peak Width 2.04 shown in
28 Detection Threshold | 1.400e+002 | separate tab
29 | < Component =
30 Retention Time 1.767
31 |« System Suitability Limits =
22 Fiald Name "o Adjusted Area
= I nned - o [ e = = H-‘. Ir: :r‘ll\'allumn:-l :Il:im rammants | Methad Wersinn | Mathnad | nekad | Mathnd Nate Method Modified User | | =
Show Me... Fl_nd | EE | PM EDT | System . .
T e ifferences
Find what: | ] Find [ have text
—— PMEDTISystem, '“Y Search
W iy W Case Sensitive M ark Al é
[ Group W Match whale waord only 3
[ Walue name Cancel
[ Method
Mate: Press F3 to find the nest item.
For Help, press F1
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Waters

QueStionS How would you use A THE SCIENCE OF WHAT'S POSSIBLE."

= As part of Chromatogram review for all chromatograms?

= Only to investigate where odd integration is seen,
- Where Manual integration is done?
- Where data faults or is close to a fault?

= On a random number of samples?

= Would you update SOPs to use this tool?
— Would you test them
— And that they were being followed?

= Would you want more information in here?
= How would you document that Audit trail review was done?
= Could we add more tools?
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