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Agenda

Data integrity is a shared goal between 
industry and regulators!

üRegulatory perspective

üData integrity during system development and

validation

üData integrity during production use

ü Interactive exercise ïdata integrity concerns

for a computerized CAPA system
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Discussion

Word Association

üWhat does ñdata integrityò mean to you?
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Data integrity is a shared 
goal between industry and 
regulators

Data integrity is not just a compliance 
issue
üData integrity issues could lead to

patient safety concerns
üData integrity issues could lead to

business operations concerns
ü In many ways, industry has more of an

invested interest in data integrity than
regulators!
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Regulations and Data 
Integrity

üData recorded on paper ïGDP

üData recorded electronically ï

21 CFR Part 11 / EU Annex 11

üPart 11 Preambles

üPart 11 Guidance
ÁScope and Application

ÁComputerized Systems in Clinical

Investigations
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Regulations and Data 
Integrity

What it all boils down to:

üRemoval of ambiguity

üRemoval of lack of attribution
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21 CFR Part 11

11.1 Scope:

ñElectronic records and signatureséto 
be trustworthy , reliable, and generally 
equivalent to paper records and 
handwritten signatures executed on 
paper.ò
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21 CFR Part 11

11.1 Scope:

Part 11 applies to:
üRecords & signatures required by

predicate rules

ÁThis includes any records defined as part of

an organizationôs Quality System (21 CFR

Part 820)

üRecords submitted to the agency
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21 CFR Part 11

11.10 Controls for closed systems:
ñPersons who used closed systems to 
create, modify, maintain, or transmit 
electronic records shall employ procedures 
and controls designed to ensure the 
authenticity, integrity , and, when 
appropriate, the confidentiality of 
electronic records, and to ensure the 
signer cannot readily repudiate the signed 
record as not genuine.ò
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21 CFR Part 11 / EU 
Annex 11

11.10 Controls for closed systems:
üValidate systems (EU Annex 11: System (7))
üGenerate accurate and complete copies

of records (EU Annex 11: System (12))
üProtect records (EU Annex 11: System (13,

14))
ü Limit system access (EU Annex 11: System

(8))
üEmploy audit trails (EU Annex 11: System

(10))
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21 CFR Part 11

11.50 Signature manifestations:

Signature integrity encompasses:

üPrinted name

üDate and time

üMeaning of signature
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21 CFR Part 11

Subpart C ïElectronic Signatures:
Signature integrity also encompasses:
üUniqueness to an individual
üUse of 2 identification components
üOnly 1 component required ñduring

a single, continuous period of
controlled system accessò

üFraudulent use ñrequires collaboration of
two or more individualsò
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21 CFR Part 11

11.70 Signature/record linking:

Signatures must be linked to their 
respective records such that the 
signatures ñcannot be excised, 
copied, or otherwise transferred to 
falsify an electronic record by ordinary 
means.ò
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21 CFR Part 11

11.300 Controls for identification 
codes/passwords:

ñPersons who use electronic 
signatures based upon use of 
identification codes in combination 
with passwords shall employ controls 
to ensure their security and integrity.ò
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21 CFR Part 11

11.300 Controls for identification codes/passwords:
üUniqueness

ÁRetirement of electronic signature components

üMaintenance

üLoss management procedures

üñUse of transaction safeguards to prevent

unauthorized use of passwords and/or

identification codes, and to detect and

report in an immediate and urgent manner any

attempts at their unauthorized useéò
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Discussion

From the Part 11 Preambles:
In FDAôs view, the significance of such 
attempts requires the immediate and 
urgent attention of appropriate security 
personnel in the same manner that 
individuals would respond to a fire alarm.

How has your organization dealt with the 
ñimmediate and urgent mannerò provision 
of Part 11?
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Part 11 Preambles

Comment: Systems in place prior to 
the release of Part 11 should be 
grandfathered

FDA response: Since these systems 
are currently used to generate 
electronic regulatory records, they still 
pose integrity concerns
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Part 11 Preambles

Comment: Part 11 controls should 
only start when a record is accepted 
by an organization

FDA response: This could lead to 
compromised records since the need 
for integrity starts when the record is 
first created
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Part 11 Preambles

From the Preambles Introduction:

ñReducing the likelihood that 
someone can readily repudiate an 
electronic signature as not his or her 
own, or that the signed record has 
been altered, is vital to the agencyôs 
basic acceptance of electronic 
signatures.ò


