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'DWD�,QWHJULW\�DQG�$XWRPDWHG�
6\VWHPV

SUHVHQWHG�E\�

5REHUW�'��7ROOHIVHQ
&RQVXPHU�6DIHW\�2IILFHU��1DWLRQDO�([SHUW� &RPSXWHUV
'LYLVLRQ�RI�)LHOG�,QYHVWLJDWLRQV
86�)RRG�	�'UXJ�$GPLQLVWUDWLRQ
'XW\�6WDWLRQ��6HDWWOH�'LVWULFW�2IILFH��%RWKHOO�:DVKLQJWRQ
UREHUW�WROOHIVHQ#�IGD�KKV�JRY

SUHVHQWHG�DW��6HVVLRQ�)� (OHFWURQLF�5HFRUGV
64$�$QQXDO�PHHWLQJ�LQ�&LQFLQQDWL�2+�RQ��������
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287/,1(

� 'LVFXVV�FXUUHQW�UHJXODWRU\�UHTXLUHPHQWV�IRU�
DXWRPDWHG�V\VWHPV�IURP�WKH�SHUVSHFWLYH�RI�
HOHFWURQLF�UHFRUGV�DQG�GDWD�LQWHJULW\

� 'HVFULEH�)'$¶V�,QVSHFWLRQ�3URJUDPV�
UHOHYDQW�WR�GDWD�LQWHJULW\�DQG�HOHFWURQLF�GDWD

� 3UHVHQW�WKH�XSFRPLQJ�&'(5�3DUW����
,QVSHFWLRQ�,QLWLDWLYH
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5HJXODWRU\�5HTXLUHPHQWV

� ��&)5�3DUW����LV�DQ�)'$�UHJXODWLRQ�WKDW�
LPSRVHV�FHUWDLQ�UHTXLUHPHQWV�ZKHQ�D�
UHJXODWHG�HQWLW\�FKRRVHV�WR�PDLQWDLQ�)'$�
UHTXLUHG�UHFRUGV�LQ�HOHFWURQLF�IRUP

� 3DUW����UHTXLUHPHQWV�DUH�LQWHQGHG�WR�KHOS�
DVVXUH�WKH�LQWHJULW\��YDOLGLW\�DQG�
WUXVWZRUWKLQHVV�RI�HOHFWURQLF�UHFRUGV
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&KDUDFWHULVWLFV�RI�7UXVWZRUWK\�5HFRUGV

� 1DWLRQDO�$UFKLYHV�	�5HFRUGV�$GPLQLVWUDWLRQ

± 5HOLDELOLW\��WUXVWHG�WR�EH�FRPSOHWH�	�DFFXUDWH
± $XWKHQWLFLW\��SURYHQ�WR�EH�ZKDW�LW�SXUSRUWV�WR�EH
± ,QWHJULW\��&RPSOHWH�	�XQDOWHUHG
± 8VDELOLW\��FDQ�EH�ORFDWHG��UHWULHYHG��SUHVHQWHG�	�
LQWHUSUHWHG
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3DUW���

)RU�HOHFWURQLF�UHFRUGV�DQG�VXEPLVVLRQV�WR�

KDYH�WKH�VDPH�LQWHJULW\�DV�SDSHU�UHFRUGV��

WKH\�PXVW�EH�GHYHORSHG��PDLQWDLQHG��DQG�

XVHG�XQGHU�FLUFXPVWDQFHV�WKDW�PDNH�LW�

GLIILFXOW�IRU�WKHP�WR�EH�LQDSSURSULDWHO\�

PRGLILHG��

>3UHDPEOH��S�������@
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7\SLFDO�FRQWUROV�IRU�DXWRPDWHG�V\VWHPV�
LQWHQGHG�WR�SURYLGH�DVVXUDQFH�RI�GDWD�

LQWHJULW\
� :ULWWHQ�3URFHGXUHV

� 9DOLGDWLRQ

� &KDQJH�&RQWURO

� 6HFXULW\��3K\VLFDO�	�/RJLFDO�

� (OHFWURQLF�6LJQDWXUHV

� $XGLW�7UDLOV

� %DFN�XS�	�5HWULHYDO
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:KDW�ZLOO�DQ�)'$�,QYHVWLJDWRU�EH�
ORRNLQJ�IRU"

� 7KDW�\RX�KDYH�DGHTXDWH�FRQWUROV�LQ�SODFH�IRU�
\RXU�DXWRPDWHG�V\VWHPV�WR�HQVXUH�\RXU�
UHJXODWHG�GDWD�LV�WUXVWZRUWK\

� 9HULILFDWLRQ�RI�\RXU�GDWD
± +DUG�FRS\�UHFRUGV

± (OHFWURQLF�UHFRUGV
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&XUUHQW�3ROLF\

� *XLGDQFH�IRU�,QGXVWU\�3DUW�����(OHFWURQLF�
5HFRUGV��(OHFWURQLF�6LJQDWXUHV�� 6FRSH�DQG�
$SSOLFDWLRQ� $XJXVW�����
± )'$�ZLOO�H[HUFLVH�HQIRUFHPHQW�GLVFUHWLRQ�LQ�
UHJDUG�WR�FHUWDLQ�3DUW����UHTXLUHPHQWV

± )'$�ZLOO�FRQWLQXH�WR�HQIRUFH�DOO�SUHGLFDWH�UXOH�
UHTXLUHPHQWV��LQFOXGLQJ�UHTXLUHPHQWV�IRU�
UHFRUGV�DQG�UHFRUGNHHSLQJ
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3UHGLFDWH�5XOHV

� )RU�)LQLVKHG�'UXJV�
± D�ZULWWHQ�UHFRUG�RI�WKH�SURJUDP�VKDOO�EH�PDLQWDLQHG�
DORQJ�ZLWK�DSSURSULDWH�YDOLGDWLRQ GDWD
>��&)5������@

± >5HYLVHG�DV�RI�$SULO��������@
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3UHGLFDWH�5XOHV

� */3�121&/,1,&$/�/$%25$725<�
± (TXLSPHQW�XVHG�LQ�WKH�JHQHUDWLRQ��PHDVXUHPHQW��
RU�DVVHVVPHQW�RI�GDWD�DQG�HTXLSPHQW�XVHG�IRU�
IDFLOLW\�HQYLURQPHQWDO�FRQWURO�VKDOO�EH�RI�
DSSURSULDWH�GHVLJQ�DQG�DGHTXDWH�FDSDFLW\ WR�
IXQFWLRQ�DFFRUGLQJ�WR�WKH�SURWRFRO�>��&)5�����@

± >5HYLVHG�DV�RI�$SULO��������@
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3UHGLFDWH�5XOHV

� ,QYHVWLJDWLRQDO�1HZ�'UXJ� ,QYHVWLJDWRU�
UHFRUGV��

± $Q�LQYHVWLJDWRU�LV�UHTXLUHG�WR�SUHSDUH�DQG�
PDLQWDLQ�DGHTXDWH�DQG�DFFXUDWH FDVH�KLVWRULHV�
« >��&)5�������E�@

± >5HYLVHG�DV�RI�$SULO��������@�
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3UHGLFDWH�5XOHV

� ,QYHVWLJDWLRQDO�'HYLFH�([HPSWLRQ�
,QYHVWLJDWRU�UHFRUGV��

± $�SDUWLFLSDWLQJ�LQYHVWLJDWRU�VKDOO�PDLQWDLQ�
DFFXUDWH��FRPSOHWH��DQG�FXUUHQW�UHFRUGV�
UHODWLQJ�WR�WKH�LQYHVWLJDWRU
V�SDUWLFLSDWLRQ�LQ�DQ�
LQYHVWLJDWLRQ�>��&)5��������D�@

± >5HYLVHG�DV�RI�$SULO��������@�
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3UHGLFDWH�5XOHV

� ,QVWLWXWLRQDO�5HYLHZ�%RDUGV
± DQ�,5%�VKDOO�SUHSDUH�DQG�PDLQWDLQ�DGHTXDWH�
GRFXPHQWDWLRQ�RI�,5%�DFWLYLWLHV�
>��&)5�������D�@

� ,QYHVWLJDWLRQDO�1HZ�'UXJ� VSRQVRU�UHFRUGV�

± $�VSRQVRU�VKDOO�PDLQWDLQ�DGHTXDWH UHFRUGV�
>��&)5�������D�@
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3UHGLFDWH�5XOHV

� ,QYHVWLJDWLRQDO�1HZ�'UXJ� &RQWUDFW�5HVHDUFK�
2UJDQL]DWLRQV

± $�FRQWUDFW�UHVHDUFK�RUJDQL]DWLRQ�WKDW�DVVXPHV�DQ\�
REOLJDWLRQ�RI�D�VSRQVRU�VKDOO�FRPSO\�ZLWK�WKH�
VSHFLILF�UHJXODWLRQV LQ�WKLV�FKDSWHU�DSSOLFDEOH�WR�
WKLV�REOLJDWLRQ�DQG�VKDOO�EH�VXEMHFW�WR�WKH�VDPH�
UHJXODWRU\�DFWLRQ�DV�D�VSRQVRU�IRU�IDLOXUH�WR�FRPSO\�
ZLWK�DQ\�REOLJDWLRQ�DVVXPHG�XQGHU�WKHVH�
UHJXODWLRQV��>���&)5�������E�@
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:KDW�UHFRUGV�ZLOO�EH�VXEMHFW�WR��3DUW�
���UHTXLUHPHQWV"

� 3DUW����ZLOO�DSSO\�ZKHQ�HOHFWURQLF�UHFRUGV�DUH�
XVHG�LQ�SODFH�RI�SDSHU�UHFRUGV

� 3DUW����ZLOO�127�DSSO\�ZKHQ�
± &RPSXWHUV�DUH�XVHG�WR�JHQHUDWH�SDSHU�SULQWRXWV�RI�
HOHFWURQLF�UHFRUGV�

± 7KHVH�SDSHU�UHFRUGV�PHHW�DOO�SUHGLFDWH�UXOH�
UHTXLUHPHQWV��DQG

± 3HUVRQV�UHO\�RQ�SDSHU�UHFRUGV�WR�SHUIRUP�UHJXODWHG�
DFWLYLWLHV��
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35(�$33529$/�
,163(&7,216�,19(67,*$7,216

� &RPSOLDQFH�3URJUDP���������
± 7KLV�SURJUDP�LV�GHVLJQHG�WR�SURYLGH�FORVH�
LQVSHFWLRQDO�DQG�DQDO\WLFDO�DWWHQWLRQ�WR�WKH�
DXWKHQWLFLW\�DQG�DFFXUDF\�RI�GDWD�LQ�
DSSOLFDWLRQV DQG�WR�SURYLGH�LQIRUPDWLRQ�
UHJDUGLQJ�IDFLOLWLHV��
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35(�$33529$/�
,163(&7,216�,19(67,*$7,216

� 5(*8/$725<�$'0,1,675$7,9(�
675$7(*<
± 6RPH�VLJQLILFDQW�SUREOHPV�LQFOXGH��EXW�
DUH�QRW�OLPLWHG�WR��
� $SSOLFDWLRQ�PLVUHSUHVHQWV�GDWD�RU�FRQGLWLRQV�
UHODWLQJ�WR�SUH�DSSURYDO�EDWFKHV�

� 7KHUH�DUH�RWKHU�LQFRQVLVWHQFLHV�DQG�RU�
GLVFUHSDQFLHV�UDLVLQJ�VLJQLILFDQW�TXHVWLRQV�
DERXW�WKH�YDOLGLW\�RI�UHFRUGV�
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3267�$33529$/�$8',7�
,163(&7,216

� &RPSOLDQFH�3URJUDP���������
± GHVFULEHV�WKDW�EDVHG�RQ�DOOHJDWLRQV�RI�
PLVFRQGXFW�LQ�WKH�JHQHULF�GUXJ�LQGXVWU\��)'$�
FRQGXFWHG�D�WKRURXJK�LQYHVWLJDWLRQ�RI�JHQHULF�
GUXJ�PDQXIDFWXUHUV�DQG�XQFRYHUHG�PDMRU�
ILQGLQJV�WR�LQFOXGH����RQ�QH[W�VOLGH!
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3267�$33529$/�$8',7�
,163(&7,216

� VXEPLWWHG�IUDXGXOHQW�VDPSOHV�IRU�ELRHTXLYDOHQFH�
WHVWLQJ�

� VXEPLWWHG�IDOVH�UHFRUGV�RU�GDWD�LQ�WKHLU�$1'$V WR�
)'$�VR�DV�WR�JDLQ�DSSURYDO�IRU�PDUNHWLQJ�

� IDOVLILHG�EDWFK�UHFRUGV�IRU�FRPPHUFLDO�SURGXFWLRQ�
VR�DV�WR�FRQFHDO�IURP�)'$�WKDW�WKH\�ZHUH�QRW�
IROORZLQJ�WKH�FRQGLWLRQV�RI�DSSURYDO�

� IDOVLILHG�LQYHQWRU\�FRQWURO�UHFRUGV��SXUFKDVLQJ�
UHFRUGV��HWF��WR�FRYHU�RWKHU�IUDXGXOHQW�UHFRUGV�
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3267�$33529$/�$8',7�
,163(&7,216

� &RPSOLDQFH�3URJUDP���������
± ILQGLQJV�ZKLFK�EULQJ�LQWR�TXHVWLRQ�WKH�
UHOLDELOLW\�RI�WKH�SURYLGHG�UHFRUGV�VKRXOG�EH�
FRUURERUDWHG�E\�H[DPLQDWLRQ�RI�DOWHUQDWH�
UHFRUGV�DQG�LQWHUYLHZV�RI�SHUVRQQHO�

��0D\�����

��

&KDSWHU����± %LRUHVHDUFK�0RQLWRULQJ�
*22'�/$%25$725<�35$&7,&(�

�1RQFOLQLFDO�/DERUDWRULHV�

� &RPSOLDQFH�3URJUDP����������
± 7R�YHULI\�WKH�TXDOLW\�DQG�LQWHJULW\�RI�GDWD�
VXEPLWWHG�LQ�D�UHVHDUFK�RU�PDUNHWLQJ�
DSSOLFDWLRQ�
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*22'�/$%25$725<�35$&7,&(�

�1RQFOLQLFDO�/DERUDWRULHV��&3*���������

� 'LUHFWHG�LQVSHFWLRQV�DUH�DVVLJQHG�WR�DFKLHYH�
D�VSHFLILF�SXUSRVH��VXFK�DV�
± 9HULI\LQJ�WKH�UHOLDELOLW\��LQWHJULW\��DQG�
FRPSOLDQFH�RI�FULWLFDO�VDIHW\�VWXGLHV�EHLQJ�
UHYLHZHG�LQ�VXSSRUW�RI�SHQGLQJ�DSSOLFDWLRQV�

± ,QYHVWLJDWLQJ�LVVXHV�LQYROYLQJ�SRWHQWLDOO\�
XQUHOLDEOH�VDIHW\�GDWD�DQG�RU�YLRODWLYH
FRQGLWLRQV�EURXJKW�WR�)'$
V�DWWHQWLRQ�
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*22'�/$%25$725<�35$&7,&(�

�1RQFOLQLFDO�/DERUDWRULHV��&3*���������

� ,163(&7,21$/� 'DWD�$XGLW
± WKH�LQVSHFWLRQ�VKRXOG�LQFOXGH�WKH�DXGLW�RI�DW�
OHDVW�RQH�FRPSOHWHG�VWXG\��« 7KH�DXGLW�ZLOO�
LQFOXGH�D�FRPSDULVRQ�RI�WKH�SURWRFRO��LQFOXGLQJ�
DPHQGPHQWV�WR�WKH�SURWRFRO���UDZ�GDWD��UHFRUGV��
DQG�VSHFLPHQV�DJDLQVW�WKH�ILQDO�UHSRUW�WR�
VXEVWDQWLDWH�WKDW�SURWRFRO�UHTXLUHPHQWV�ZHUH�
PHW�DQG�WKDW�ILQGLQJV�ZHUH�IXOO\�DQG�
DFFXUDWHO\�UHSRUWHG�
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&KDSWHU����� %LRUHVHDUFK�0RQLWRULQJ�
63216256��&2175$&7�5(6($5&+
25*$1,=$7,216�$1'�021,7256�

� &RPSOLDQFH�3URJUDP���������
±,QVSHFWLRQV�XQGHU�WKLV�SURJUDP�ZLOO�
EH�FRQGXFWHG�WR�GHWHUPLQH�
� +RZ�VSRQVRUV�DVVXUH�WKH�YDOLGLW\�RI�
GDWD�VXEPLWWHG�WR�WKHP�E\�FOLQLFDO�
LQYHVWLJDWRUV�
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63216256��&2175$&7�5(6($5&+
25*$1,=$7,216�$1'�021,7256�

� &RPSOLDQFH�3URJUDP���������
± $XWRPDWHG�(QWU\�RI�&OLQLFDO�'DWD

� 'LUHFWV�D�VHULHV�RI�TXHVWLRQV�WR�EH�DVNHG�
UHODWLYH�WR�VRIWZDUH�YDOLGDWLRQ��GDWD�
FROOHFWLRQ��DXGLW�WUDLOV��V\VWHP�VHFXULW\��
EDFNXS�SODQV��DQG�SURFHGXUHV
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&+$37(5���� %,25(6($5&+�021,725,1*�
&/,1,&$/�,19(67,*$7256�$1'�6321625�

,19(67,*$7256

� &RPSOLDQFH�3URJUDP���������

� 7KH�REMHFWLYHV�RI�WKLV�%,02�3URJUDP�
LQFOXGH��
± 7R�YHULI\�WKH�DFFXUDF\�DQG�UHOLDELOLW\�RI�FOLQLFDO�
WULDO�GDWD�VXEPLWWHG�WR�)'$�LQ�VXSSRUW�RI�
UHVHDUFK�RU�PDUNHWLQJ�DSSOLFDWLRQV
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&/,1,&$/�,19(67,*$7256�$1'�6321625�
,19(67,*$7256�&3*���������

� 5HJDUGOHVV�RI�WKH�W\SH�RI�V\VWHP�XVHG�E\�WKH�
FOLQLFDO�VLWH��DQ�LPSRUWDQW�SULQFLSOH�WR�XQGHUVWDQG�
ZKHQ�HYDOXDWLQJ�FOLQLFDO�UHVHDUFK�GDWD�LV�WKDW�WKH�
UHJXODWRU\�UHTXLUHPHQWV�IRU�WKH�FOLQLFDO�GDWD�GR�QRW�
FKDQJH�ZKHWKHU�FOLQLFDO�GDWD�DUH�FDSWXUHG�RQ�
SDSHU��HOHFWURQLFDOO\��RU�XVLQJ�D�K\EULG�DSSURDFK��
'DWD�PXVW�EH�UHOLDEOH�DQG�XVDEOH IRU�HYDOXDWLQJ�
WKH�VDIHW\�DQG�RU�HIIHFWLYHQHVV�RI�)'$�UHJXODWHG�
SURGXFWV��
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&/,1,&$/�,19(67,*$7256�$1'�6321625�
,19(67,*$7256�&3*���������

� 'HWHUPLQH�ZKHWKHU�HOHFWURQLF�UHFRUGV�DQG�
GDWD�PHHW�WKH�UHTXLUHPHQWV�DSSOLFDEOH�WR�
SDSHU�UHFRUGV��)RU�H[DPSOH��DUH�HOHFWURQLF�
UHFRUGV�XVHG�WR�PHHW�FDVH�KLVWRU\�
UHTXLUHPHQWV�DWWULEXWDEOH��OHJLEOH��
FRQWHPSRUDQHRXV��RULJLQDO��DQG�DFFXUDWH�
�$/&2$�"�
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&/,1,&$/�,19(67,*$7256�$1'�6321625�
,19(67,*$7256�&3*���������

� 7KH�IROORZLQJ�FULWHULD�DUH�UHOHYDQW�WR�)'$¶V�
FODVVLILFDWLRQ�RI�LQVSHFWLRQV�RI�FOLQLFDO�LQYHVWLJDWRU�
VLWHV�
± )RU�2$,�FODVVLILFDWLRQ��7KH�UHJXODWRU\�
YLRODWLRQ�V��XQFRYHUHG�LV�DUH�VLJQLILFDQW�VHULRXV�
DQG�RU�QXPHURXV��DQG�WKH�VFRSH��VHYHULW\��RU�
SDWWHUQ�RI�YLRODWLRQ�V��VXSSRUW�D�ILQGLQJ�WKDW��

± F��'DWD�LQWHJULW\�RU�UHOLDELOLW\�LV�RU�KDV�EHHQ�
FRPSURPLVHG�
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&/,1,&$/�,19(67,*$7256�$1'�6321625�
,19(67,*$7256�&3*���������

� 'DWD�,QWHJULW\��6XEPLVVLRQ�RI�)DOVH�
,QIRUPDWLRQ�WR�)'$�RU�WKH�VSRQVRU�

� )DOVH�RU�PLVOHDGLQJ�UHSRUWV�ZHUH�SUHSDUHG�
DQG�RU�VXEPLWWHG�
± ���&)5�����������������
± ���&)5�������F���
± ���&)5������������������D��
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6XPPDU\

� &RQWUROV�IRU�DXWRPDWHG�V\VWHPV�DUH�
LQWHQGHG�WR�SURYLGH�DVVXUDQFH�WKDW�GDWD�WKH\�
JHQHUDWH��VWRUH��RU�SUHVHQW�LV�UHOLDEOH��
WUXVWZRUWK\��KDV�LQWHJULW\

� )'$�LQVSHFWV�ERWK�WKH�FRQWUROV�DQG�WKH�
GDWD�UHFRUGV�WKDW�PD\�UHVLGH ZLWKLQ��RU�PD\�
KDYH SDVVHG�WKURXJK�DXWRPDWHG�V\VWHPV
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,QLWLDWLYH

� )'$�ZLOO�LQVSHFW�3DUW����FRQWUROV�UHODWLQJ�WR�GUXJV�DV�
WKH\�DUH�GHVFULEHG�LQ�WKH�µ3DUW�����(OHFWURQLF�5HFRUGV��
(OHFWURQLF�6LJQDWXUHV�² 6FRSH�DQG�$SSOLFDWLRQ¶
JXLGDQFH��$XJXVW�������

� 7KLV�LQLWLDWLYH�ZLOO�KHOS�XV�HYDOXDWH�LQGXVWU\¶V�FXUUHQW�
FRPSOLDQFH�DQG�XQGHUVWDQGLQJ�RI�3DUW����LQ�OLJKW�RI�
WKH�JXLGDQFH��QRZ�RYHU�����\HDUV�VLQFH�ILQDOL]HG�

� )'$�PD\�XVH�WKH�LQVSHFWLRQDO�ILQGLQJV�DV�SDUW�RI�LWV�
UHHYDOXDWLRQ�RI�3DUW����UHJXODWLRQ��JXLGDQFH��HWF�

� )'$�PD\�WDNH�DSSURSULDWH�HQIRUFHPHQW�DFWLRQ�IRU�
LVVXHV�UDLVHG�GXULQJ�WKHVH�LQVSHFWLRQV�

��0D\�����

��

7+$1.�<28�


