QUESTIONS OF QUALITY

The Role of Chromatography
Data Systems in Fraud and
Falsification
R.D. McDowall, McDowall Consulting, Bromley, Kent, UK.

Chromatography data systems (CDSs) have had a starring role in many regulatory citations involving
falsification and fraud in analytical laboratories regulated by Good Manufacturing Practices (GMP). In
this instalment of “Questions of Quality” we will examine the citations and identify the technical and
procedural controls required to ensure data integrity within these systems. Although focused primarily
on the pharmaceutical industry, the principles described here are applicable to all laboratories working to
established quality standards.
There has been a growing increase
in the number of laboratories found
guilty of falsification and fraud when
chromatography data systems (CDSs)
operating in Good Manufacturing
Practices (GMP) regulated laboratories
have been inspected by the United
States and the European regulatory
agencies. The inspection focus has
changed: Instead of wading through
reams of paper printouts, the inspection
now reviews the electronic records in
the CDS. The reason for this change
in focus initially began with the Able
Laboratories fraud case in 2005
(1). Up until this point, the company
had had multiple US Food and Drug
Administration (FDA) inspections with
no non-compliances. That was until a
whistle blower called the local agency
office to raise concerns about the
working practices that were not entirely
compliant with the regulations.
Some of the innovative analytical
techniques employed were a
combination of:
• Copy and pasting chromatograms
from passing batches to failing ones;
• Extensive reintegration of
chromatograms to ensure passing
results;
• Adjustments of weights, purity
factors, and calculations to ensure
acceptable results.
This was how an original result of
29%, which would fail a specification of
>85%, was falsified to a passing result
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of 91% (2). At the heart of the fraud
was a CDS, which, when investigated
by the FDA, had an audit trail that
identified the individuals responsible for
the falsification of data. Identification
of the problems in the laboratory led
to the closing of the company in 2005
(2) and the criminal prosecution of four
individuals in 2007 (3).
The Able Laboratories fraud case
has led to a review of the FDA’s
inspection approach. This has
resulted in the rewrite of Compliance
Programme Guide (CPG) 7346.832 for
Pre‑Approval Inspections (PAI). There
are three objectives contained within
the guide, one of which is objective
3 — the data integrity audit — that is
focused on the laboratory (4). Before
this came into effect in May 2012, all
of the FDA’s inspectors were given
training in data integrity by Monica
Cahilly from Green Mountain Quality
Assurance. The training focused on
the computer system and the records
it contains rather than the paper
output. This focus on the CDS in
regulated GMP laboratories has seen
an increasing number of warning letter
citations in the last 2 to 3 years.
In Europe the UK’s MHRA
(Medicine’s and Healthcare products
Regulatory Agency) announced in
December 2013 (5) that they expected
companies to focus on data integrity
in their self-inspections under EU GMP
Chapter 9 (6). This applies not only
within an organization but also in their

supply chain. The website also helpfully
supplies an e-mail address for whistle
blowers.
MHRA has recently written to all
major CDS suppliers requesting
copies of their software so that they
can understand how each individual
software package works. In early
April 2014, the MHRA inspectors,
together with inspectors from other
European regulatory agencies, had
the same data integrity training as
the FDA. Life is getting interesting
for chromatographers in regulated
laboratories!

FDA Warning Letters and
European Non-Compliances for
CDS
This column will focus on
chromatography data systems and
the role that they play in fraud and
falsification cases, as documented
in FDA warning letters (7) and
European Medicines Agency GMP
non‑compliances (8). In general, the
FDA warning letters tend to contain
more detail and be far more critical of
non-compliances.
When researching the warning
letters for this column I have been
very selective. I want to focus on the
use of CDSs in falsification rather than
surrounding areas of chromatographic
analysis such as training, poor
sampling, or not investigating out of
specification results. It is the use, or
rather misuse, of the CDS informatics
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Figure 1: Collated and classified CDS citations from FDA warning letters involving a CDS.
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access privileges
No separation of system
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Data deleted
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rerun data
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software together with the operating
system and utility software that is
the focus of this column. In addition,
when reviewing the warning letters on
both the European Medicines Agency
(EMA) and FDA websites, the search
tools are rather primitive. Rather than
list all relevant companies and go
through each warning letter in detail,
a summary of most of the regulatory
citations is presented in Figure 1.
I will discuss each area in more
detail and, where appropriate, I will
reference an individual warning letter
or non‑compliance where it serves as a
good example of bad practice or where
I want to make a specific point.
The EMA non-compliances tend to
be very general compared with the
FDA, which cite against a specific
section of the US GMP regulations,
and therefore Figure 1 is biased
towards the US regulations (9). Where
there is no GMP regulatory citation
given I have assigned what I think is
most appropriate; however, this is my
interpretation rather than the official
agency’s.

Quality Management System
Failures
Software on its own cannot commit
fraud or falsification, so enter stage
right the intrepid users and their
management. These are the main
www.chromatographyonline.com
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Audit trail not reviewed
Trial / test injections to
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Complete data not
available
Reintegration to pass
No saving of the
processing method
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weights
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preparation details
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culprits, either through bad practices
or deliberate falsification. However,
it should be noted that the design
of some CDSs makes it easier for
people to commit falsification when the
data files reside in operating system
directories rather than controlled via
an integrated database. This should
be read in conjunction with an earlier
“Questions of Quality” column from
April 2012 (10).
It has become clear to inspectors that
management and senior management
can be responsible for instigating
falsification by a variety of means such
as direct pressure on analysts to pass
material regardless of the results, or
lax control of an organization. The
overall quality management system
(QMS) has been cited in warning letters
involving data integrity in the laboratory
(12,13). Unlike EU GMP (14), there is
no direct US GMP reference to a QMS
(8); however, the FDA have taken ICH
Q10 on pharmaceutical quality systems
(15) and published it as industry
guidance (16). Mention of the QMS
raises the question of the roles and
responsibilities of senior and laboratory
management to prevent and detect
data falsification. These people set the
expectation for their staff to follow — if
data falsification is found, management
are responsible and often may be
culpable. In the Ranbaxy consent

decree (17) and in some recent warning
letters (12,13,30), FDA advise hiring a
third party data integrity consultant.
One of their tasks is then to identify the
managers who were responsible for
falsification; these people will then be
disbarred by the agency.
Moreover, the failure of internal audits
to identify the problem was highlighted
in one warning letter (12). As noted
earlier, MRHA requires companies
to perform self-inspections under EU
GMP Chapter 9 (6) to focus on data
integrity within their own organizations
and their suppliers (5).

Equipment Citations
A frequent citation in the CDS warning
letters is §211.68(b) in the section on
automatic, mechanical, and electronic
equipment (9), which requires that:
• Access is restricted to authorized
individuals.
• Changes are only instituted by
authorized individuals.
• The accuracy of calculations must be
verified.
• Backups must be exact and
complete.
• Backups must be secure from
alteration, erasure, or loss.
Non-compliances in this area involve:
• Sharing of user identities between
two or more users, thereby making it
impossible to identify the individual
who was responsible for a particular
action within the CDS. It should
therefore be ensured that there are
enough user licences for each user
to have one for their role. Sharing
user accounts may seem to be a
smart way to save money but, if you
get caught, the cost of rectifying
the non-compliance makes the
saving pale into insignificance. A
list of current and historical users is
essential for compliance with both
Part 11 (18) and Annex 11 (19).
• Access privileges must be
appropriate to a user’s job function;
therefore everyone cannot be a
system administrator. There will need
to be three or more user roles with
corresponding access privileges that
need to be documented outside of
the system either in a configuration
specification or a standard operating
procedure (SOP).
• The system administrator ideally
needs to be independent of the
function of the laboratory so that
3
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configuration settings cannot be
altered and the audit trail turned on
and off to hide falsification activities.
The system administration activities
such as configuration of the software,
including controlled changes to it
and user account management and
access privileges, need to use IT
rather than laboratory staff.
• Limit access to both the CDS
application software and the
workstation operating system as
there are many citations for deletion
of data in some file-based CDSs.
• Failure to backup data, incomplete
backup of data, not having the
CDS software to interpret the data
files, or just being incompetent and
losing data when upgrading the
CDS software are just some of the
ways companies have been cited
under this section of the regulations.
The simplest way to avoid this is
to give the job of backup to the
IT professionals. There are a few
catches here: Are the IT staff trained?
Is there a backup SOP with evidence
of actions? Is recovery tested
regularly? Has the backup process
and software been validated? This
is fine for a networked CDS but if
there are standalone workstations
then data may be located on the
local workstation drive. This is not
acceptable and, in my view, a CDS
must be networked to avoid the
backup problem.
The majority of citations above are
where laboratories have standalone
workstations.

Citations for Lack of Laboratory
Controls
Human inventiveness knows no bounds
when it comes to data falsification.
One company (20) actually removed
some of their chromatographs and
workstations from the site to hide data
manipulation from inspectors. Other
CDS non-compliance citations include:
• Unofficial testing — which we
discuss in more detail in the next
section.
• Failing to document work
contemporaneously. One way this
can be achieved is by waiting until
the chromatography has been
performed, and then working out the
sample weight required and falsifying
the data (12).
• Overwriting data is possible with
4

some file-based systems and this
was used by a number of companies
that used older and less compliant
CDS applications to hide trial
injections to see if a batch would
pass or not.
One of the corrective actions requested
by the FDA was the writing of an SOP
describing a comprehensive computer
life cycle to ensure that data integrity
was better in the computer systems
used by the organization (12).

Failure to Have Complete
Laboratory Records
Here’s where compliance failures
become very interesting. Audit trails in
some CDSs were found to be turned
off, which is a poor approach to
compliance in a regulated environment
(12,13,20,21). It is imperative that
the audit trail is turned on otherwise
changes made to data cannot be
attributed to the individual who made
it and the old and new values are not
recorded. In my view, designers of
CDS audit trails must embed them in
the basic operation of the system so
that they cannot be turned off. The only
issue is if the laboratory wants to turn
on the reason for change.
When the audit trail in the system
was turned on, nobody reviewed the
entries (except the inspectors) (1,30)
but the audit trail is part of complete
data (9,22,23) that the second reviewer
must check.
Other non-compliance citations, as
outlined in Figure 1, are reintegration
to pass and not saving the integration
method. In this case there needs to be
technical controls in the CDS software
to prevent reintegration without saving
the method. In addition, a laboratory
needs to have an SOP coupled with
training about when it is permissible to
reintegrate chromatograms and when
it is not.
A common theme with many of the
warning letters was the use of trial
or test injections (12,13,20,21,30) or
unofficial testing. This involves a test
injection of samples to check if a batch
is going to pass or not. Often the
test injections are either conveniently
forgotten or — worse — deleted
from the CDS as if the test never
occurred. This failure to document test
injections sits under 211.194(a) (9) for
not providing complete data for the
analysis (22,23) or raw data (10). This

example pertains to the deletion of
5301 data files from a data system (30).
In a citation for Wockhard in
November 2013 (21) for using test
injections there is the following
statement:
Neither the International
Conference on Harmonization
of Technical Requirements for
Registration of Pharmaceuticals
for Human Use (ICH)
document Q2R, “Validation of
Analytical Procedure: Text and
Methodology,” nor the United
States Pharmacopoeia General
Chapter <1058> , “Analytical
Instrument Qualification,”
includes instructions for
performing “trial” injections for a
method that is validated.

This is an interesting citation and
rationale. Are these citations
appropriate, or just fluff? Let us
examine these two references in more
detail.
• ICH Q2(R1) (24) outlines the
experiments for validation of an
analytical procedure. In section
9 there is a single paragraph that
outlines the use of system suitability
tests (SSTs) for checking that the
whole analytical system is suitable
for conducting an analysis and cross
references the pharmacopoeias for
more information.
• United States Pharmacopoeia
general chapter <1058> (25) is
focused on analytical instrument
qualification (AIQ). It is not
surprising that it does not mention
an operational detail about the
test injections because it is not
within the scope of the general
chapter! Therefore the citation of
this reference as justification for not
permitting “test” injections is plainly
wrong and spurious.
In my view the agency would be on
more solid ground if they cited USP
<621> on chromatography (26), or even
211.160(a) (9) for scientific soundness.

Is The System Ready to Run?
Let us now look at the issue of “test”
injections from another perspective. Do
we want to commit samples for analysis
when a chromatographic system is not
equilibrated? No should be the answer;
we want to have a chromatography
system ready especially for complex
separations or where we analyze
LC•GC Europe July 2014
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Table 1: Ten CDS compliance requirements.
Commandment

Understanding the Commandment

1. M
 anagement are
responsible

• All levels of management are responsible for quality and compliance in regulated laboratories.
• Management set and maintain the ethos, standards, and quality expectations of the analytical
scientists working there.

2. Use a networked CDS with
a database

• C
 DS that are file-based are not fit for use in a regulated environment because it is easy to delete
data, instead use a system with an integrated database.
• Standalone workstations are also not fit for purpose; instead network the systems. Furthermore,
standalone workstations provide opportunities for loss of data and manipulation of the system
clock.
• Acquire data without human interaction to a resilient network server and not a local workstation.
• Restrict access to the network server except via the CDS application.
• Use the IT department to operate the backup and recovery process.

3. Document the system
configuration and manage
all changes to it

• T
 he CDS application needs to be configured (for example, enable the audit trail, turn on electronic
signatures, and define user types with associated access privileges) after installation and before
completing the user acceptance testing.
• Document the software configuration.
• Change configuration by a formal change management process.

4. Work electronically and use
electronic signatures

•
•
•
•
•
•

5. Allocate each user a unique
identity and use adequate
password strength

• D
 on’t be cheap and save money on user licences; allocate each user a unique user identity.  
• When a person leaves or no longer requires access, disable the account to ensure that the user
identity is not reused.
• Ensure that passwords are sufficiently strong and are not shared or written down.

6. Separate roles to avoid
conflict of interest

• U
 se IT to administer the system if possible to avoid conflicts of interest, for example, application
configuration settings and user account management.
• A user with system administrator privileges can be tempted into making unauthorized changes to
the system and data.

7. Define methods that can
and cannot be adjusted

• D
 etermine and document which analytical procedures can be adjusted and those that cannot; this
control can include the data acquisition, instrument control, and integration parameters as deemed
necessary.

8.  Have an SOP for
integration

• A
 n SOP needs to define which type of assays when integration is allowed (coupled with technical
controls within the CDS software) and is not allowed.
• When integration is allowed what actions are permissible and what are not.

9.  Ensure staff are trained
and competent

• Staff must be trained in all SOPs applicable to the system.
• Competence in the SOPs for the CDS should be demonstrated.

10. Carry out effective
self-inspections or internal
audits

Do not use the CDS as a hybrid system.
Design your work processes to work electronically for greater efficiency and speed (28,29).  
Validate the system for intended use (28,29).
Sign the reports electronically.
Define electronic records / raw data for the system (10).
Keep paper printouts to a minimum.

• S
 elf-inspections must be independent and focus on ensuring data integrity within a CDS system.  
• As such, auditors must focus on the electronic records and working practices within the system
rather than any paper records outside of it.
• If non-compliance is identified, ensure that Corrective Action and Preventative Action (CAPA) plans
are effective and issues are not repeated.
• Frequency will be determined by the risk passed by the system.

at or near the limits of detection or
quantification. We therefore have a
choice: Do we commit samples for
analysis, and if the SST samples fail
resolve the problem and start again; or
do we have an independent solution
to evaluate if a system is ready for
the analysis from the outset? Clearly
the first option is not optimal and can
be a waste of time, especially if the
results are required for batch release.
However, it can keep the regulators off
your back as failing SST results mean
that any results generated are not out of
specification (OOS) by definition (27).
Let us explore the evaluation
injection(s) in a little detail. I’m going
to be very clear here, I am NOT
advocating injecting aliquots from
www.chromatographyonline.com

the vials for the samples under
test — this is the quickest way to a
warning letter. I would argue that under
scientific soundness in 211.160(a)
(9) the approach for evaluating if a
chromatographic system needs a
number of criteria can be outlined as
follows:
• All chromatographic systems need
to equilibrate before they are ready
for analysis. The time taken will
typically depend on factors such as
the complexity of the analysis, the
age and condition of the column,
and detector lamp warm-up time.
Generally there will be an idea
of how long this will be from the
method development/validation/
verification/transfer work performed

in the laboratory and this should
be documented in the analytical
procedure.
• Prepare an independent reference
solution of analyte(s) that will be
used for the sole purpose of system
evaluation. The solution container
label needs to be documented to
GMP standards and clearly identified
for the explicit purpose of evaluating
if a chromatography system is ready
for a specific analysis.
• The analytical procedure needs to
allow the use of system evaluation
injections. Staff need to be trained in
the procedure.
• Inject one aliquot from the evaluation
solution and compare with the SST
criteria. Clearly label the vial in the
5
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sequence file as a system evaluation
injection. If the SST criteria are met
then the system is ready for the
analysis.
• Upon completion of the analysis,
document the number of system
evaluation injections as part of the
analytical report for the run.

compliances and FDA warning letters
pages to find the information used in
this column.

References
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If readers have any alternative
approaches that they would like to
discuss please send them to me as this
would make for a lively debate.

10 CDS Compliance
Commandments
Although the focus of this column has
been on the role that chromatography
data systems have played in cases
where fraud and falsification have been
discovered by regulatory agencies, it
would be remiss of me if I did not use
this opportunity to present the way that
these systems should be used and
the controls that need to be in place to
ensure data integrity of the electronic
records generated by them and
interpreted by chromatographers are
trustworthy and reliable.
Therefore, based on this review of
warning letters and non-compliances, I
have drawn up the 10 CDS compliance
requirements and present them
in Table 1. As these are relatively
self‑explanatory I will not discuss them
any further in the text.

(4)
(5)

(6)
(7)
(8)
(9)
(10)
(11)
(12)
(13)
(14)
(15)
(16)
(17)

Summary
This column has focused on the role
that chromatography data systems
have had in the cases of falsification
and fraud that have been discovered
by regulatory agencies. The details
have been revealed in the warning
letters from the FDA and the noncompliances from European regulatory
agencies. To ensure that the data and
records generated by these systems
are trustworthy and reliable, the column
concludes with 10 CDS compliance
commandments.
This column is a prelude to a
three‑part article looking at what
features a CDS should incorporate
when used in a regulated environment.
It will also look at system architecture,
basic functions, and regulatory
compliance features.
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