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Focus on Quality

Understanding the Layers of a

Laboratory Data

Integrity Model

Data integrity is currently the hottest topic in regulated good practice (GxP) laboratories. What con-
stitutes data integrity is presented as a four-layered data integrity model. Understanding the com-
position and interactions between the layers is imperative to ensure that data are accurate, correct,

and complete. Are you up to the challenge?

R.D. McDowall

hen it comes to data integrity, the focus tends to

be on the lurid tales of daring don’ts that you can

read on-line from the United States Food and Drug
Administration (FDA) warning letters (1) or the more gentile
regulatory findings from European regulators (2), Health Can-
ada Inspection Tracker (3), and the World Health Organization
(WHO) (4). The focus is usually on data manipulation or data
falsification—for example, altering a sample weight, enhancing
standard peaks via manual integration, or simply copying and
pasting spectra from a passing batch to a failing one. However,
the main cause of data integrity citations is laboratories being
lazy or stupid—for example, by failing to verify calculations,
losing data, relying on paper printouts rather than the source
electronic records as raw data, or failing to back up electronic
records on standalone workstations.

However, this focus fails to understand what a holistic ap-
proach to data integrity within an organization should consist
of. To explain what data integrity is, I developed a four-layer
data integrity model to help spectroscopists and analytical sci-
entists understand the extent, scope, and depth of the subject.
The aim of this column is to outline the four layers that consti-
tute data integrity within a regulated laboratory. In part, this
column expands the data quality triangle that can be seen in
United States Pharmacopeia General Chapter <1058> “Analyti-
cal Instrument Qualification” (5), but the data quality triangle
only tells part of the data integrity story.

Data Integrity Is More than Just Numbers

In a regulated analytical laboratory, data integrity is not just

how a sample is analyzed, the acquired data are interpreted,
and a reportable result or results are obtained, although
readers could draw that conclusion when reading FDA
warning letters. It is important to realize that there are fur-
ther underlying areas within the laboratory and corporation
that must be under control, or the work performed in analy-
sis can be wasted and data integrity compromised in spite of
the best efforts of analytical staff.

A Laboratory Data Integrity Model
Although there are guidance documents on the subject of
data integrity issued by the UK’s Medicines and Healthcare
Products Regulatory Agency (MHRA) (6) and WHO (7), they
lack a rigorous holistic structure for a regulated laboratory to
fully understand and implement. Typically, these guidance
documents do not have figures to explain concepts in simple
terms of what regulators want or where there are; these docu-
ments are poorly presented and explained (6). Instead the poor
reader has to hack through a jungle of words to figure out what
is needed—this being the analytical equivalent of an Indiana
Jones movie. As the WHO guidance on data integrity shows,
the subject is not just numbers, but a subject that involves
management leadership, involvement of all the staff in an or-
ganization, culture, procedures, and training, among others.
However, these guides do not, in my view, go far enough nor
are they sufficiently well organized to present the subject in a
logical manner.

It is important to understand that laboratory data integrity
must be thought of in the context of analysis of samples within
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Level 3:
Right analysis for the right reportable result

Data acquired and transformed that are complete, consistent, and accurate

Foundation:
Right culture and ethos for data integrity (DI)
Management leadership, DI policies and procedures, staff DI training

Figure 1: The four layers of the data integrity model for laboratories within a pharmaceutical quality system.
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an analytical process that is operating
under the auspices of a pharmaceutical
quality system (8,9). Data integrity does
not exist in a vacuum. In formalizing a
holistic approach to data integrity within
an analytical context, I have chosen to
look at four layers consisting of a founda-
tion and three analytical layers above it
in a data integrity model.

My interpretation of this model is
shown in Figure 1 and consists of four
layers that must be present to ensure data
integrity within an organization and a
laboratory in particular. The layers are as
follows:

o Foundation: Right corporate culture
and ethos for data integrity

o Level 1: Right instrument or system for
the job

o Level 2: Right analytical procedure for
the job

o Level 3: Right analysis for the right re-
portable result

Each layer feeds into the one above it.
Similar to building a house, if the foun-
dation is not right, the layers above it will
be suspect and liable to collapse, often
despite the best efforts of the staff who
want to do a good job. The rest of this
column explores each layer of the data
integrity model in turn beginning with
the foundation.

The Model Exists within a
Pharmaceutical Quality System

As shown in Figure 1, the data integrity
model does not exist in a vacuum, but
within an existing pharmaceutical qual-
ity system (PQS). This is important as
the Medicines and Healthcare Products
Regulatory Agency (MHRA) note in
their guidance that the data governance
system should be integral to the phar-
maceutical quality system as described
in European Union Good Manufacturing
Practice (EU GMP) chapter 1 (9). For
US companies, the equivalent situation
is described in the FDA guidance for
industry on pharmaceutical quality sys-
tems (8).

Extending the Data

Integrity Model

The data integrity model can also be ex-
tended to other areas within a regulated
pharmaceutical company, such as pro-
duction, by modifying the three layers
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above the foundation. For example, you can replace the ana-
lytical instruments and computerized systems in level 1 with
manufacturing equipment and systems, production process
validation and recipes in level 2, and finally the records pro-
duced for each batch of product manufactured in level 3. Thus,
with a common foundation the three layers in the data integrity
model can be tailored to any situation within a regulated good
praction (GxP) organization—even clinical research!

Foundation: Right Corporate Culture and Ethos

The foundation of this data integrity model is the engagement
and involvement of executive and senior management within
any organization. This foundation ensures that data integrity
and data governance is set firmly in place within the context of

a pharmaceutical quality system. Therefore, there must be man-
agement leadership, corporate data integrity policies that cascade
down to laboratory data integrity procedures, and staff who have
initial and on-going data integrity training. We discussed data
integrity training in the last “Focus on Quality” column (10).

Engagement of executive and senior management in ensur-
ing that data integrity is in place is essential. The PQS guidance
from the FDA and EU GMP chapter 1 (8,9) make it crystal
clear that executive management is responsible for quality
within an organization and that includes data integrity. Just to
ensure regulatory completeness, guess to whom the FDA ad-
dress their warning letters? Yes, you've guessed correctly—the
chief executive officer (CEO). Why mess around with the mon-
key? Give the organ grinder the regulatory grief!

However, both the MHRA (6) and WHO (7) guidance docu-
ments talk blithely about the need for data governance, but fail
to mention any substantial guidance about how to implement it
other than the need for data owners. Two guidance documents
that fail to offer guidance? Hmmum. It is a good thing that the
WHO guidance is in draft so they have a chance to update the
document and expand this section. As for the MHRA docu-
ment, who knows? We will discuss data governance in more
detail in the next “Focus on Quality” column.

Level 1: Right Instrument and System for the Job

There is little point in carrying out an analysis if the analytical
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instrument is not adequately qualified or
the software that controls it or processes
the data is not validated. Therefore, at
level 1, the analytical instruments and
computerized systems used in the labo-
ratory must be qualified for the specified
operating range and validated for their
intended purpose, respectively. The

USP general chapter <1058> (5) and the
Good Automated Manufacturing Prac-
tice (GAMP) “Good Practice Guide for
Validation of Laboratory Computerized
Systems” (11) provide guidance on these

two inter-related subjects.

In Spectroscopy’s sister publication
LCGC Europe, I recently discussed that
we need to conduct computerized sys-
tem validation in a different way (12).
Typically, we conduct the projectin a
top-down manner, looking at the pro-
cess, improving it, and then configuring
the software application to that process
as shown in Figure 2. However, this
approach has the flaw that the records
acquired and interpreted by the software
may not be adequately protected, espe-
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cially if the records are held in directories
in the operating system.

Therefore, we need to change the
way that we conduct our computerized
system validation. In addition to the
top-down approach, we need to identify
the records created during the course
of an analysis and determine if they are
vulnerable within the data life cycle. By
implementing suitable controls to trans-
fer, mitigate, or eliminate the records,
these files can be adequately protected.
For more information on this approach,
please read the original article (12).

Failure to ensure that an analytical
instrument is adequately qualified or
that a computerized system is adequately
validated means that all of the work in
the two levels of the data integrity model
above is wasted because the quality and
integrity of the reportable results are
compromised.

Level 2: Right Analytical Procedure
for the Job

Using qualified analytical instruments
with validated software, the analytical
procedure is developed and validated.
There are several published references for
this from the International Conference
on Harmonization (ICH) Q2(R1) (13)
and respective chapters in the European
Pharmacopoeia (EP) and United States
Pharmacopoeia (USP). However, the
focus of these publications is on valida-
tion of an analytical procedure already
developed. Method development, which
is far more important because it deter-
mines the overall robustness or rug-
gedness of the procedure, receives scant
attention in these publications. However,
the analytical world is changing; follow-
ing the publication in 2012 by Martin
and colleagues (14) of a stimulus to the
revision process article, there is a differ-
ent approach to analytical procedures
coming to the USP. This revision will
mean a move from chapters focused only
on validation, verification, or transfer of
a method to a life-cycle approach to ana-
lytical chapters that encompass develop-
ment, validation, transfer, and improve-
ment of analytical methods.

A new informational USP general
chapter, provisionally numbered <1220>,
will focus on validation best practice is
being drafted for launch in the fourth



quarter of 2016. This focus on valida-
tion best practice means that good
scientifically sound method develop-
ment that ends with the definition of the
procedure’s design space now becomes
important. Now changes to a validated
method within the design space would
be deemed as validated per se. There will
be a transition period where the old ap-
proach is phased out while the new one is
phased in. There is also a revision of ICH
Q2(R1) planned to begin in 2017 to en-
sure global harmonization in this area.
Therefore, a properly developed
and validated or transferred method is
required at level 2 of the data integrity
model and is a prerequisite for ensuring
data integrity of the reportable results
generated in level 3. In addition, there is
also a need for the other lower layers of
the data integrity model to be in place
and fully functioning for the top layer to
work correctly and obtain the right ana-
lytical results.

Level 3: Right Analysis for

the Right Reportable Result
Finally, at level 3 of the data integrity
model, the analysis of sample will be
undertaken using the right method and
right data system, with staff working in
an environment that enables data to be
generated, interpreted, and the report-
able result calculated. Staff should be
encouraged to admit any mistakes and
there must be a no-blame culture in
place. It is also important not to forget
the importance of the overall quality
management system.

The Big Picture

At this point you may be thinking,

“Great theory, Bob, and I really like the

nice colorful picture, but what does

it mean for me? How does it all fit to-

gether?” Enter stage left—the big picture.

Figure 3 shows the four layers of the
data integrity model in a column down
the left-hand side against the various
tasks in an analytical process:

« The foundation shows in outline what
is required at the corporate layer with
management leadership, culture, ethos,
and data integrity policies, procedures,
and planning. Above the foundation is
an analytical process with the various
requirements at the three levels of the

data integrity model.

o Level 1 shows qualification of an ana-
lytical balance as well as the analytical
instrument, such as a spectrometer cou-
pled with the validation of a computer-
ized system that controls it. In addition,
we have the regulatory requirements for
calibration, maintenance, and use logs.

o Level 2 is represented by the preparation
of reference standard solutions, sample
preparations, and the development and
validation of the analytical procedure.

o Level 3 is expanded and shows the
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application of a validated analytical
procedure from sampling, transporting
the sample to the laboratory, sample
management, analysis, calculation of
the reportable result as well as out of
specification investigation, and so forth.
This diagram shows how the layers of
the laboratory data integrity model in-
teract. Without the foundation, how can
the other three levels hope to succeed?
Without qualified analytical instruments
and validated software how can you be
assured of the quality and integrity of
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the data used to calculate the reportable
result and so on. You can also see how
the levels of the data integrity model
interact because an analytical process is
dynamic. The layers are not silos but in-
volve interaction between all: for exam-
ple, culture and data integrity training
from the foundation is a prerequisite for
good documentation practices at level 3.

It is less important where an indi-
vidual activity is placed in the various
levels, the primary aim of this model is
for analytical scientists to visualize what
data integrity actually involves. Reiterat-
ing my words at the start of this column:
data integrity is not just about numbers.
It is much more than that.

Mapping the WHO Draft Guidance

to the Model

In a moment of thoughtfulness (or

should I say madness), I thought that it

would be a useful exercise to map the
main contents of the WHO draft guid-
ance document (7) against the laboratory
version of the data integrity model illus-
trated in Figures 1 and 3. The rationale is
to see how the comprehensive the model
is versus the WHO draft guidance and
also vice versa. Perhaps you can view this
process as a circular verification exercise.

Out of interest, I was going to map the

MHRA guidance (6) against the data

integrity model but there was insufficient

data to produce a meaningful figure.

The results of the mapping are shown
in Figure 4. A note of caution is need
before going into the detail though, the
mapping of the WHO document only
focusses on chapters 5-12 inclusive of
the guidance (7), this is a crude level of
mapping and does not include any detail
within each of the eight sections shown.

Similarly, any data integrity require-

ments contained in the introductory

chapters of the guidance such as the
section entitled “Principles” have been
omitted from this figure.

Looking at Figure 4, let us assess the
distribution of the main chapters:

o The main focus of the WHO guid-
ance is on the foundation layer, which
is aimed squarely at management and
corporate level efforts at data integrity.
Four out of eight chapters are posi-
tioned in this layer: management gov-
ernance, audits, extension to external

suppliers, training, and addressing data
reliability issues.

Level 1 focuses on designing comput-
erized systems for data quality and reli-
ability as well as risk management for
the protection and management of the
records generated by these systems.
Level 2 is not represented in the WHO
draft guidance.

Level 3 has good documentation
practices coupled with managing data
across the data life cycle.

Again, reiterating the message earlier,
the data integrity model needs to be in-
tegrated with the overall pharmaceutical
quality system of a regulated organization.

Take Home Message

The rationale for mapping the WHO
guidance against the data integrity model
is to illustrate that if regulatory authori-
ties are to provide an encompassing per-
spective and effective guidance on data
integrity, then they need to ensure that
all aspects of the subject are covered. My
perspective, via the data integrity model,
is a personal one, but it’s based on a holis-
tic approach to analytical science in the
first instance. However, if regulators are
to provide effective guidance then they
need to consider the big picture and pres-
ent their requirements in a logical way.
From my view point, both the WHO and
MHRA guidance documents fail to do
this effectively. Nonetheless, the WHO
publication is a good step in the right di-
rection, but the gaps need to be filled.

Summary

We have discussed a four-layer data
integrity model so that readers can fully
understand the overall scope and com-
plexity of the topic. This will enable data
integrity programs to be implemented
much more effectively to ensure effective
regulatory compliance.

The more astute readers may have
realized why I have not abbreviated the
name of the data integrity model. For the
rest of you, “DIM” is not best used in the
same sentence as data integrity!
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