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3ULQFLSOH�
7KLV� DQQH[� DSSOLHV� WR� DOO� IRUPV� RI� FRPSXWHULVHG� V\VWHPV� XVHG� DV� SDUW� RI� D�*03� UHJXODWHG�
DFWLYLWLHV�� $� FRPSXWHULVHG� V\VWHP� LV� D� VHW� RI� VRIWZDUH� DQG� KDUGZDUH� FRPSRQHQWV� ZKLFK�
WRJHWKHU�IXOILOO�FHUWDLQ�IXQFWLRQDOLWLHV���
7KH�DSSOLFDWLRQ�VKRXOG�EH�YDOLGDWHG��,7�LQIUDVWUXFWXUH�VKRXOG�EH�TXDOLILHG���
:KHUH� D� FRPSXWHULVHG� V\VWHP� UHSODFHV� D� PDQXDO� RSHUDWLRQ�� WKHUH� VKRXOG� EH� QR� UHVXOWDQW�
GHFUHDVH�LQ�SURGXFW�TXDOLW\��SURFHVV�FRQWURO�RU�TXDOLW\�DVVXUDQFH��7KHUH�VKRXOG�EH�QR�LQFUHDVH�
LQ�WKH�RYHUDOO�ULVN�RI�WKH�SURFHVV���
*HQHUDO�
���� 5LVN�0DQDJHPHQW
5LVN�PDQDJHPHQW� VKRXOG� EH� DSSOLHG� WKURXJKRXW� WKH� OLIHF\FOH� RI� WKH� FRPSXWHULVHG� V\VWHP�
WDNLQJ� LQWR� DFFRXQW� SDWLHQW� VDIHW\�� GDWD� LQWHJULW\� DQG� SURGXFW� TXDOLW\�� $V� SDUW� RI� D� ULVN�
PDQDJHPHQW�V\VWHP��GHFLVLRQV�RQ�WKH�H[WHQW�RI�YDOLGDWLRQ�DQG�GDWD�LQWHJULW\�FRQWUROV�VKRXOG�
EH�EDVHG�RQ�D�MXVWLILHG�DQG�GRFXPHQWHG�ULVN�DVVHVVPHQW�RI�WKH�FRPSXWHULVHG�V\VWHP���

���� 3HUVRQQHO
7KHUH� VKRXOG� EH� FORVH� FRRSHUDWLRQ� EHWZHHQ� DOO� UHOHYDQW� SHUVRQQHO� VXFK� DV� 3URFHVV� 2ZQHU��
6\VWHP� 2ZQHU�� 4XDOLILHG� 3HUVRQV� DQG� ,7�� $OO� SHUVRQQHO� VKRXOG� KDYH� DSSURSULDWH�
TXDOLILFDWLRQV��OHYHO�RI�DFFHVV�DQG�GHILQHG�UHVSRQVLELOLWLHV�WR�FDUU\�RXW�WKHLU�DVVLJQHG�GXWLHV���
���� 6XSSOLHUV�DQG�6HUYLFH�3URYLGHUV
����� :KHQ�WKLUG�SDUWLHV��H�J��VXSSOLHUV��VHUYLFH�SURYLGHUV��DUH�XVHG�H�J��WR�SURYLGH��LQVWDOO��
FRQILJXUH�� LQWHJUDWH�� YDOLGDWH�� PDLQWDLQ� �H�J�� YLD� UHPRWH� DFFHVV��� PRGLI\� RU� UHWDLQ� D�
FRPSXWHULVHG�V\VWHP�RU�UHODWHG�VHUYLFH�RU�IRU�GDWD�SURFHVVLQJ��IRUPDO�DJUHHPHQWV�PXVW�H[LVW�
EHWZHHQ� WKH�PDQXIDFWXUHU� DQG� DQ\� WKLUG� SDUWLHV�� DQG� WKHVH� DJUHHPHQWV� VKRXOG� LQFOXGH� FOHDU�
VWDWHPHQWV� RI� WKH� UHVSRQVLELOLWLHV� RI� WKH� WKLUG� SDUW\�� ,7�GHSDUWPHQWV� VKRXOG� EH� FRQVLGHUHG�
DQDORJRXV���
����� 7KH�FRPSHWHQFH�DQG�UHOLDELOLW\�RI�D�VXSSOLHU�DUH�NH\�IDFWRUV�ZKHQ�VHOHFWLQJ�D�SURGXFW�
RU�VHUYLFH�SURYLGHU��7KH�QHHG�IRU�DQ�DXGLW�VKRXOG�EH�EDVHG�RQ�D�ULVN�DVVHVVPHQW���
����� 'RFXPHQWDWLRQ� VXSSOLHG�ZLWK� FRPPHUFLDO� RII�WKH�VKHOI� SURGXFWV� VKRXOG�EH� UHYLHZHG�
E\�UHJXODWHG�XVHUV�WR�FKHFN�WKDW�XVHU�UHTXLUHPHQWV�DUH�IXOILOOHG���
����� � � � �4XDOLW\�V\VWHP�DQG�DXGLW� LQIRUPDWLRQ�UHODWLQJ�WR�VXSSOLHUV�RU�GHYHORSHUV�RI�VRIWZDUH�
DQG�LPSOHPHQWHG�V\VWHPV�VKRXOG�EH�PDGH�DYDLODEOH�WR�LQVSHFWRUV�RQ�UHTXHVW��
3URMHFW�3KDVH�
���� 9DOLGDWLRQ�
����� 7KH�YDOLGDWLRQ�GRFXPHQWDWLRQ�DQG� UHSRUWV� VKRXOG�FRYHU� WKH� UHOHYDQW� VWHSV�RI� WKH� OLIH�
F\FOH��0DQXIDFWXUHUV�VKRXOG�EH�DEOH�WR�MXVWLI\�WKHLU�VWDQGDUGV��SURWRFROV��DFFHSWDQFH�FULWHULD��
SURFHGXUHV�DQG�UHFRUGV�EDVHG�RQ�WKHLU�ULVN�DVVHVVPHQW��



����� 9DOLGDWLRQ� GRFXPHQWDWLRQ� VKRXOG� LQFOXGH� FKDQJH� FRQWURO� UHFRUGV� �LI� DSSOLFDEOH�� DQG�
UHSRUWV�RQ�DQ\�GHYLDWLRQV�REVHUYHG�GXULQJ�WKH�YDOLGDWLRQ�SURFHVV���
����� $Q�XS�WR�GDWH�OLVWLQJ�RI�DOO�UHOHYDQW�V\VWHPV�DQG�WKHLU�*03�IXQFWLRQDOLW\��LQYHQWRU\��
VKRXOG�EH�DYDLODEOH���
)RU� FULWLFDO� V\VWHPV� DQ� XS� WR� GDWH� V\VWHP� GHVFULSWLRQ� GHWDLOLQJ� WKH� SK\VLFDO� DQG� ORJLFDO�
DUUDQJHPHQWV�� GDWD� IORZV�DQG� LQWHUIDFHV�ZLWK�RWKHU� V\VWHPV�RU�SURFHVVHV�� DQ\�KDUGZDUH� DQG�
VRIWZDUH�SUH�UHTXLVLWHV��DQG�VHFXULW\�PHDVXUHV�VKRXOG�EH�DYDLODEOH���
����� 8VHU� 5HTXLUHPHQWV� 6SHFLILFDWLRQV� VKRXOG� GHVFULEH� WKH� UHTXLUHG� IXQFWLRQV� RI� WKH�
FRPSXWHULVHG� V\VWHP� DQG� EH� EDVHG� RQ� GRFXPHQWHG� ULVN� DVVHVVPHQW� DQG�*03� LPSDFW��8VHU�
UHTXLUHPHQWV�VKRXOG�EH�WUDFHDEOH�WKURXJKRXW�WKH�OLIH�F\FOH��
����� 7KH�UHJXODWHG�XVHU�VKRXOG�WDNH�DOO�UHDVRQDEOH�VWHSV��WR�HQVXUH�WKDW�WKH�V\VWHP�KDV�EHHQ�
GHYHORSHG�LQ�DFFRUGDQFH�ZLWK�DQ�DSSURSULDWH�TXDOLW\�PDQDJHPHQW�V\VWHP��7KH�VXSSOLHU�VKRXOG�
EH�DVVHVVHG�DSSURSULDWHO\���
����� )RU�WKH�YDOLGDWLRQ�RI�EHVSRNH�RU�FXVWRPLVHG�FRPSXWHULVHG�V\VWHPV�WKHUH�VKRXOG�EH�D�
SURFHVV�LQ�SODFH�WKDW�HQVXUHV�WKH�IRUPDO�DVVHVVPHQW�DQG�UHSRUWLQJ�RI�TXDOLW\�DQG�SHUIRUPDQFH�
PHDVXUHV�IRU�DOO�WKH�OLIH�F\FOH�VWDJHV�RI�WKH�V\VWHP���
����� (YLGHQFH� RI� DSSURSULDWH� WHVW� PHWKRGV� DQG� WHVW� VFHQDULRV� VKRXOG� EH� GHPRQVWUDWHG��
3DUWLFXODUO\�� V\VWHP� �SURFHVV�� SDUDPHWHU� OLPLWV�� GDWD� OLPLWV� DQG� HUURU� KDQGOLQJ� VKRXOG� EH�
FRQVLGHUHG�� $XWRPDWHG� WHVWLQJ� WRROV� DQG� WHVW� HQYLURQPHQWV� VKRXOG� KDYH� GRFXPHQWHG�
DVVHVVPHQWV�IRU�WKHLU�DGHTXDF\���
����,I�GDWD�DUH�WUDQVIHUUHG�WR�DQRWKHU�GDWD�IRUPDW�RU�V\VWHP��YDOLGDWLRQ�VKRXOG�LQFOXGH�FKHFNV�
WKDW�GDWD�DUH�QRW�DOWHUHG�LQ�YDOXH�DQG�RU�PHDQLQJ�GXULQJ�WKLV�PLJUDWLRQ�SURFHVV��
2SHUDWLRQDO�3KDVH�
���� 'DWD
&RPSXWHULVHG� V\VWHPV� H[FKDQJLQJ� GDWD� HOHFWURQLFDOO\� ZLWK� RWKHU� V\VWHPV� VKRXOG� LQFOXGH�
DSSURSULDWH�EXLOW�LQ�FKHFNV�IRU�WKH�FRUUHFW�DQG�VHFXUH�HQWU\�DQG�SURFHVVLQJ�RI�GDWD��LQ�RUGHU�WR�
PLQLPL]H�WKH�ULVNV���
���� $FFXUDF\�&KHFNV
)RU�FULWLFDO�GDWD�HQWHUHG�PDQXDOO\��WKHUH�VKRXOG�EH�DQ�DGGLWLRQDO�FKHFN�RQ�WKH�DFFXUDF\�RI�WKH�
GDWD�� 7KLV� FKHFN�PD\� EH� GRQH� E\� D� VHFRQG� RSHUDWRU� RU� E\� YDOLGDWHG� HOHFWURQLF�PHDQV��7KH�
FULWLFDOLW\�DQG�WKH�SRWHQWLDO�FRQVHTXHQFHV�RI�HUURQHRXV�RU�LQFRUUHFWO\�HQWHUHG�GDWD�WR�D�V\VWHP�
VKRXOG�EH�FRYHUHG�E\�ULVN�PDQDJHPHQW���
���� 'DWD�6WRUDJH
����� 'DWD�VKRXOG�EH�VHFXUHG�E\�ERWK�SK\VLFDO�DQG�HOHFWURQLF�PHDQV�DJDLQVW�GDPDJH��6WRUHG�
GDWD�VKRXOG�EH�FKHFNHG�IRU�DFFHVVLELOLW\�� UHDGDELOLW\�DQG�DFFXUDF\��$FFHVV� WR�GDWD�VKRXOG�EH�
HQVXUHG�WKURXJKRXW�WKH�UHWHQWLRQ�SHULRG��
����� 5HJXODU�EDFN�XSV�RI�DOO�UHOHYDQW�GDWD�VKRXOG�EH�GRQH��,QWHJULW\�DQG�DFFXUDF\�RI�EDFN�
XS�GDWD�DQG�WKH�DELOLW\�WR�UHVWRUH�WKH�GDWD�VKRXOG�EH�FKHFNHG�GXULQJ�YDOLGDWLRQ�DQG�PRQLWRUHG�
SHULRGLFDOO\���



���� 3ULQWRXWV
����� ,W�VKRXOG�EH�SRVVLEOH�WR�REWDLQ�FOHDU�SULQWHG�FRSLHV�RI�HOHFWURQLFDOO\�VWRUHG�GDWD���
����� )RU� UHFRUGV� VXSSRUWLQJ� EDWFK� UHOHDVH� LW� VKRXOG� EH� SRVVLEOH� WR� JHQHUDWH� SULQWRXWV�
LQGLFDWLQJ�LI�DQ\�RI�WKH�GDWD�KDV�EHHQ�FKDQJHG�VLQFH�WKH�RULJLQDO�HQWU\��
���� $XGLW�7UDLOV

&RQVLGHUDWLRQ�VKRXOG�EH�JLYHQ��EDVHG�RQ�D�ULVN�DVVHVVPHQW��WR�EXLOGLQJ�LQWR�WKH�V\VWHP�
WKH�FUHDWLRQ�RI�D�UHFRUG�RI�DOO�*03�UHOHYDQW�FKDQJHV�DQG�GHOHWLRQV��D�V\VWHP�JHQHUDWHG��DXGLW�
WUDLO����)RU�FKDQJH�RU�GHOHWLRQ�RI�*03�UHOHYDQW�GDWD�WKH�UHDVRQ�VKRXOG�EH�GRFXPHQWHG��$XGLW�
WUDLOV� QHHG� WR� EH� DYDLODEOH� DQG� FRQYHUWLEOH� WR� D� JHQHUDOO\� LQWHOOLJLEOH� IRUP� DQG� UHJXODUO\�
UHYLHZHG���
����� &KDQJH�DQG�&RQILJXUDWLRQ�0DQDJHPHQW
$Q\�FKDQJHV�WR�D�FRPSXWHULVHG�V\VWHP�LQFOXGLQJ�V\VWHP�FRQILJXUDWLRQV�VKRXOG�RQO\�EH�PDGH�
LQ�D�FRQWUROOHG�PDQQHU�LQ�DFFRUGDQFH�ZLWK�D�GHILQHG�SURFHGXUH���
����� 3HULRGLF�HYDOXDWLRQ
&RPSXWHULVHG�V\VWHPV�VKRXOG�EH�SHULRGLFDOO\�HYDOXDWHG�WR�FRQILUP�WKDW�WKH\�UHPDLQ�LQ�D�YDOLG�
VWDWH�DQG�DUH�FRPSOLDQW�ZLWK�*03��6XFK�HYDOXDWLRQV�VKRXOG� LQFOXGH��ZKHUH�DSSURSULDWH�� WKH�
FXUUHQW� UDQJH� RI� IXQFWLRQDOLW\�� GHYLDWLRQ� UHFRUGV�� LQFLGHQWV�� SUREOHPV�� XSJUDGH� KLVWRU\��
SHUIRUPDQFH��UHOLDELOLW\��VHFXULW\�DQG�YDOLGDWLRQ�VWDWXV�UHSRUWV��
����� 6HFXULW\
������ 3K\VLFDO�DQG�RU� ORJLFDO�FRQWUROV�VKRXOG�EH� LQ�SODFH� WR�UHVWULFW�DFFHVV�WR�FRPSXWHULVHG�
V\VWHP� WR� DXWKRULVHG� SHUVRQV�� 6XLWDEOH� PHWKRGV� RI� SUHYHQWLQJ� XQDXWKRULVHG� HQWU\� WR� WKH�
V\VWHP�PD\�LQFOXGH� WKH�XVH�RI�NH\V��SDVV�FDUGV��SHUVRQDO�FRGHV�ZLWK�SDVVZRUGV��ELRPHWULFV��
UHVWULFWHG�DFFHVV�WR�FRPSXWHU�HTXLSPHQW�DQG�GDWD�VWRUDJH�DUHDV���
������7KH�H[WHQW�RI�VHFXULW\�FRQWUROV�GHSHQGV�RQ�WKH�FULWLFDOLW\�RI�WKH�FRPSXWHULVHG�V\VWHP���
������&UHDWLRQ��FKDQJH��DQG�FDQFHOODWLRQ�RI�DFFHVV�DXWKRULVDWLRQV�VKRXOG�EH�UHFRUGHG���
������ 0DQDJHPHQW� V\VWHPV� IRU� GDWD� DQG� IRU� GRFXPHQWV� VKRXOG� EH� GHVLJQHG� WR� UHFRUG� WKH�
LGHQWLW\�RI�RSHUDWRUV�HQWHULQJ��FKDQJLQJ��FRQILUPLQJ�RU�GHOHWLQJ�GDWD�LQFOXGLQJ�GDWH�DQG�WLPH���
����� ,QFLGHQW�0DQDJHPHQW

$OO�LQFLGHQWV��QRW�RQO\�V\VWHP�IDLOXUHV�DQG�GDWD�HUURUV��VKRXOG�EH�UHSRUWHG�DQG�DVVHVVHG��
7KH� URRW� FDXVH� RI� D� FULWLFDO� LQFLGHQW� VKRXOG� EH� LGHQWLILHG� DQG� VKRXOG� IRUP� WKH� EDVLV� RI�
FRUUHFWLYH�DQG�SUHYHQWLYH�DFWLRQV���
����� (OHFWURQLF�6LJQDWXUH
(OHFWURQLF�UHFRUGV�PD\�EH�VLJQHG�HOHFWURQLFDOO\��(OHFWURQLF�VLJQDWXUHV�DUH�H[SHFWHG�WR���
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����� %DWFK�UHOHDVH
:KHQ�D�FRPSXWHULVHG�V\VWHP�LV�XVHG�IRU�UHFRUGLQJ�FHUWLILFDWLRQ�DQG�EDWFK�UHOHDVH��WKH�V\VWHP�
VKRXOG�DOORZ�RQO\�4XDOLILHG�3HUVRQV�WR�FHUWLI\�WKH�UHOHDVH�RI�WKH�EDWFKHV�DQG�LW�VKRXOG�FOHDUO\�
LGHQWLI\�DQG�UHFRUG�WKH�SHUVRQ�UHOHDVLQJ�RU�FHUWLI\LQJ�WKH�EDWFKHV��7KLV�VKRXOG�EH�SHUIRUPHG�
XVLQJ�DQ�HOHFWURQLF�VLJQDWXUH���
����� %XVLQHVV�&RQWLQXLW\
)RU�WKH�DYDLODELOLW\�RI�FRPSXWHULVHG�V\VWHPV�VXSSRUWLQJ�FULWLFDO�SURFHVVHV��SURYLVLRQV�VKRXOG�
EH� PDGH� WR� HQVXUH� FRQWLQXLW\� RI� VXSSRUW� IRU� WKRVH� SURFHVVHV� LQ� WKH� HYHQW� RI� D� V\VWHP�
EUHDNGRZQ��H�J��D�PDQXDO�RU�DOWHUQDWLYH�V\VWHP��� �7KH�WLPH�UHTXLUHG�WR�EULQJ�WKH�DOWHUQDWLYH�
DUUDQJHPHQWV�LQWR�XVH�VKRXOG�EH�EDVHG�RQ�ULVN�DQG�DSSURSULDWH�IRU�D�SDUWLFXODU�V\VWHP�DQG�WKH�
EXVLQHVV�SURFHVV�LW�VXSSRUWV��7KHVH�DUUDQJHPHQWV�VKRXOG�EH�DGHTXDWHO\�GRFXPHQWHG�DQG�WHVWHG���
����� $UFKLYLQJ�
'DWD�PD\�EH�DUFKLYHG��7KLV�GDWD�VKRXOG�EH�FKHFNHG�IRU�DFFHVVLELOLW\��UHDGDELOLW\�DQG�LQWHJULW\��
,I�UHOHYDQW�FKDQJHV�DUH�WR�EH�PDGH�WR�WKH�V\VWHP��H�J��FRPSXWHU�HTXLSPHQW�RU�SURJUDPV���WKHQ�
WKH�DELOLW\�WR�UHWULHYH�WKH�GDWD�VKRXOG�EH�HQVXUHG�DQG�WHVWHG��
*ORVVDU\�
$SSOLFDWLRQ�� 6RIWZDUH� LQVWDOOHG� RQ� D� GHILQHG� SODWIRUP�KDUGZDUH� SURYLGLQJ� VSHFLILF�
IXQFWLRQDOLW\��
%HVSRNH�&XVWRPL]HG� FRPSXWHULVHG� V\VWHP��$� FRPSXWHULVHG�V\VWHP� LQGLYLGXDOO\�GHVLJQHG�
WR�VXLW�D�VSHFLILF�EXVLQHVV�SURFHVV��
&RPPHUFLDO�RI�WKH�VKHOI�VRIWZDUH��6RIWZDUH�FRPPHUFLDOO\�DYDLODEOH��ZKRVH�ILWQHVV�IRU�XVH�LV�
GHPRQVWUDWHG�E\�D�EURDG�VSHFWUXP�RI�XVHUV����
,7� ,QIUDVWUXFWXUH��7KH�KDUGZDUH� DQG� VRIWZDUH� VXFK� DV� QHWZRUNLQJ� VRIWZDUH� DQG�RSHUDWLRQ�
V\VWHPV��ZKLFK�PDNHV�LW�SRVVLEOH�IRU�WKH�DSSOLFDWLRQ�WR�IXQFWLRQ���
/LIH� F\FOH��$OO� SKDVHV� LQ� WKH� OLIH� RI� WKH� V\VWHP� IURP� LQLWLDO� UHTXLUHPHQWV� XQWLO� UHWLUHPHQW�
LQFOXGLQJ� GHVLJQ�� VSHFLILFDWLRQ�� SURJUDPPLQJ�� WHVWLQJ�� LQVWDOODWLRQ�� RSHUDWLRQ�� DQG�
PDLQWHQDQFH���
3URFHVV�RZQHU��7KH�SHUVRQ�UHVSRQVLEOH�IRU�WKH�EXVLQHVV�SURFHVV���
6\VWHP� RZQHU�� 7KH� SHUVRQ� UHVSRQVLEOH� IRU� WKH� DYDLODELOLW\�� DQG� PDLQWHQDQFH� RI� D�
FRPSXWHULVHG�V\VWHP�DQG�IRU�WKH�VHFXULW\�RI�WKH�GDWD�UHVLGLQJ�RQ�WKDW�V\VWHP���
7KLUG�3DUW\��3DUWLHV�QRW�GLUHFWO\�PDQDJHG�E\�WKH�KROGHU�RI�WKH�PDQXIDFWXULQJ�DQG�RU�LPSRUW�
DXWKRULVDWLRQ��


